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List of abbreviations and acronyms 

 

Abbreviation Meaning 

AEPD Agencia Española de Protección de Datos 

API Application Programming Interface 

CNIL Commission nationale de l'informatique et des libertés 

DPA Data Protection Authority 

DPIA Data Protection Impact Assessment 

DPO Data Protection Officer 

GDPR General Data Protection Regulation 

ICO Information Commissioner's Office 

MEnt(s) Micro-enterprise(s) 

SME(s) Small and medium-sized enterprise(s) 

TFEU Treaty on the Functioning of the European Union 

 

 

Executive summary 

 

The objective of this document is to describe the design of algorithms and software that will be 

used in SMOOTH platform to analyse the presence of personal data in MEnts’ repositories 

 

This deliverable reflects only the author’s view and the European Commission is not responsible for 

any use that may be made of the information it contains. (Art. 29.5) 

SMOOTH project has received funding from the European Union’s Horizon 2020 research and 

innovation programme under grant agreement Nº 786741 (Art. 29.4) 
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1.- Introduction 

This document presents the design of the different parts involved in the SMOODATA module of the 

SMOOTH platform.  

The SMOODATA module is in charge of identifying the different categories of personal data 

presents into the databases of the MENTs participating in the SMOOTH pilots. To facilitate this 

process, the functionality of the module has been divided into four different subtasks: 

The data ingestion modules that make easier for the final users to upload their data to the platform. 

They include both the local and the online connectors. 

The machine learning algorithms used to identify the different data types. Several techniques like 

regular expressions and Natural Language Processing algorithms will be used in conjunction with 

neural networks. 

The algorithms to evaluate re-identification risk, combining different techniques like the k-

anonymity, ℓ-Diversity or T-closeness. 

The methods for the evaluation of the algorithm developed, using the last state of the art 

technologies. 

Finally, the deliverable presents the conclusions obtained after the design phase of SMOODATA. 

1.1.- SMOODATA: background and objectives 

This module analyses the personal information that MEnts are storing using as input the sample of 

customers' and providers’ information repository uploaded by the MEnts. It validates three very 

important principles of the GDPR that are highly relevant to MEnts: 

i) First, the module assesses if the MEnt has sufficient permission to store the information 

that it is actually storing. That is, whether the MEnts are only storing the personal data 

items declared in the consent documents (analysed by the previous module) or is 

storing personal data (by mistake) non-agreed by users in the consent documents with 

the customer personal data.  

We remind that the fine for not satisfying one of the conditions of lawful processing in 

GDPR Article 6 GDPR could go up to 4% of the annual income.  

ii) Second, the module checks if the MEnt is applying the data minimisation principle (i.e., 

it is only storing the personal information required to run its business) and only that. 
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To this end, the module uses as input the questionnaire provided by the MEnt upon 

registration in the SMOOTH platform.  

iii) Third, the module identifies the presence of "Sensitive Personal Data" in the data 

repository. This type of data requires a special treatment (e.g., if sensitive personal data 

must be encrypted).  

The above analysis concludes by reporting whether the MEnt: 1) has sufficient consent from 

their customers, 2) applies the data minimisation principle and, 3) stores sensitive personal 

data. 

SMOODATA will use state of the art technology in the area of machine learning to identify personal 

data fields in the data repositories uploaded by MEnts. For instance, we plan to exploit the power 

of Convolutional Neural Networks (CNNs) to analyse the data repositories, and develop methods 

for representing the MEnts data repositories as knowledge graphs. As the algorithms require to be 

trained with actual MEnts data, SMOOTH project will collect such data from real MEnts during the 

first months of the project. We are aware that the data can be quite heterogeneous, varying from 

simple plain text files, to structured files using widely adopted formats (e.g., Microsoft excel) and 

databases (e.g., MySQL database). SMOODATA will create suitable connectors for enabling 

automated data ingestion and processing for those formats. 

1.2.- Objectives of Deliverable 4.1 SMOODATA 

The objectives of D4.1 are: 

 To present the System Design chosen for SMOODATA. This includes the system goals and 

objectives, the technology used, the System functionality, the interaction among 

SMOODATA and the rest of the project tools. 

 To present the general Architecture of SMOODATA, and its placement inside the SMOOTH 

project. 

 To present the conclusions obtained after the design phase. 

 

2.- SMOODATA design  

SMOODATA follows a modular design that allows a dynamic just efficient update of its different 

components.   

The Data connectors are in charge of obtaining the data from the MENT machine. For this purpose, 

Smooth Platform provides an intuitive user interface for uploading different types of files storing 

customers and providers’ information. Also, it is possible to download a local connector to access 

MENTs relational databases (such as MySQL) and send the required data back to the Smooth back-

end. 

The algorithms for personal data identification are the brain of the system. They use the last 

machine learning techniques such as Convolutional Neural Networks and Natural Language 

Processing in order to identify the different pieces of personal information present in the data sent 

by the MENTs. 
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Once the personal identifiable data is identified various state of the art privacy measures such as K 

anonymity, ℓ-Diversity and T Closeness will be used to access the de-identification risk in the data. 

Finally, the methods used to evaluate the performance of the previous algorithms will give an 

indication of the performance and reliability of the algorithms previously described.  

 

2.1.- System Goals and Objectives 

SMOODATA will leverage Machine Learning techniques to automatically analyse the data stored by 

MEnts with the purpose to identify whether any personal data is stored, and if so, the type of stored 

personal data. In addition, the technology will verify whether the stored personal data is indeed 

required for the specific business of the MEnt (thus meeting the data minimization principle) as 

well as if the stored personal data are mentioned in the key text documents related to privacy 

protection (see previous paragraph). Particular emphasis will be put in identifying the presence of 

"Sensitive Personal Data" (described in article 9 (1) as personal data revealing racial or ethnic origin, 

political opinions, religious or philosophical beliefs, trade-union membership, data concerning 

health or sex life and sexual orientation, genetic data or biometric data). This is because the GDPR 

imposes stricter requirements for the processing of such data, which need to be verified if met. 

 

2.1.1.- SMOODATA-Methods for data ingestion 

Smooth platform will provide two different data ingestion methods. These methods will allow users 

to send data for being analysed by SMOODATA module. The first one will consist on upload one or 

multiple files using the Smooth front-end. This option will be used by those MENTs which still use 

.xls (excel) or .csv (comma-separated values) file formats for storing customers and providers’ 

information. Alternatively, those MENTs using relational databases will have to download a local 

connector to generate a database summary file. This file will contain all the required data for being 

analysed by the Smooth back-end. 

 

2.1.2.- SMOODATA -Machine learning algorithms for personal data identification 

SMOODATA will discover, research and train machine learning algorithms specially tailored to 

identify the different kinds of personal data that may be available in the databases and files of the 

Micro-enterprises participating in the different Smooth pilots. 

In particular, the algorithms designed will focus on the identification of the data types identified in 

D2.1 as part of the former reporting system of AEPD: 

Data Categories 

POLITICAL OPINION 
PERSONAL UNIQUE 

REGISTER 
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TRADE UNION 

MEMBERSHIP 
NAME AND SURNAME 

RELIGIOUS BELIEFS HEATH CARD 

PHILOSOPHICAL BELIEFS POSTAL ADDRESS 

RACIAL OR ETHNIC 

ORIGIN 
PHONE NUMBER 

HEALTH SIGNATURE 

SEXUAL LIFE IMAGE / VOICE 

CRIMINAL OFFENCES  

ADMINISTRATIVE 

OFFENCES 
ELECTRONIC SIGNATURE 

TIN-TAX ID NUMBER FINGERPRINT 

SOCIAL SECURITY 

NUMBER 
OTHER BIOMETRIC DATA 

Table 1: Data categories the algorithms will identify 

However, the exploration of the data received during the project may lead to the identification of 

different kinds of data also protected by the GDPR. 

 

2.1.3.- SMOODATA -Algorithms to evaluate the re-identification risks 

Based on the identified personal sensitive identifiers SMOODATA will evaluate privacy risks for each 

data item and produce a report. In accordance with the literature, the system will consider three 

main and broad classes of privacy risks: 

(1) Re-identification: this is the capability of linking a specific row of a database to an 

individual. 

(2) Membership disclosure: this allows an attacker to determine if an individual is contained 

in a dataset. This kind of attack is more serious in case of sensitive datasets like some 

dataset which contains information of all users having a certain critical illness. 

(3) Attribute disclosure: This allows an attacker to determine the association of an attribute 

to an individual.  

For what concerns the re-identification risk, the system will three different threat models based on 

the motive and resources available to the attacker. These are identified in literature as: 

(a) Prosecutor Risk: In this attack scenario the attacker aims to identify a specific person based 

on some pre-existing knowledge about the person. 

(b) Journalist Risk: In this scenario, the attacker wants to identify an individual based on access 

to other public available information. 
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(c) Marketer Risk: This scenario involves identifying as many individuals as possible from the 

data even if there are chance of some miss identification. 

All the three scenarios have an impact on the overall risk of re-identification. 

As part of SMOODATA tool, the system will try to evaluate the risk under each scenario based on 

the direct identifiers and quasi-identifiers and produce a report containing an overall assessment 

of risk status of the dataset under different risk scenarios. 

The system will also propose feasible solutions to reduce the risk by doing assisted data 

minimization.  

2.1.4.- SMOODATA - Evaluation of algorithms for personal information identification 

The final piece of SMOODATA will be devoted to the assessing of the algorithms developed in the 

previous subsections. While the algorithms are trained in a mix of MENT data, external data and/or 

synthetic data, the algorithms will be tested against the real data provided by the pilot participants. 

The main goal of evaluation is to understand the performance achieved in the identification of the 

personal information in to the real databases of the MENTs. It will allow us to understand the 

reliability of our system. Moreover, the results obtained after the first development phase will serve 

as to identify the problems of the current system, allowing us to focus on the improving the kinds 

of data that present more problems. 

2.2.- Underlying Technology 

2.2.1.- SMOODATA-Methods for data ingestion 

Smooth user interface will be built with React.js which is a declarative, efficient and flexible 

JavaScript library. It allows to compose complex UIs from small an isolated pieces of code called 

“components”. One of these components will be responsible for uploading the required files and 

will provide an intuitive method for data ingestion based on drag-and-drop action. In addition, 

MENTs will be able to send extra information to the different Smooth modules using a dynamic 

questionnaire form. 

Front-end/Back-end communication will be performed using a REST architectural style. Thus, client 

side (Smooth user interface) will generate HTTP requests for sending and receiving data from server 

side resource (Smooth Platform). These requests will be created following the AJAX technique 

(acronym that stands for Asynchronous JavaScript and XML) and will allow to update a small portion 

of content asynchronously without reloading the entire web client. The following figure shows how 

React client communicates with server side using a REST API as back-end gateway.  



  

SMOOTH 

Deliverable 4.1  

 

 

 

 

31/01/2019                Revision:2                 Project Nº: 786741 

                          

        Page 11 of 23 

 

 

 

2.2.2.- SMOODATA -Machine learning algorithms for personal data identification 

The SMOODATA module will use and adapt state of the art technology and will research novel 

methods for the processing of different data types when needed.  

The base for the development of the algorithm will be on the one hand the standard machine 

learning algorithms defined by the scikit-learn package of python (https://scikit-learn.org/stable/ ). 

This package contains the implementation of traditional machine algorithms for classification, 

regression and clustering, as well as for the preparation of the data. Moreover we will use the 

algorithms implemented into the NLTK package (https://www.nltk.org/ ) to perform NLP over the 

data. 

On the other hand, the consortium will use proprietary algorithms like Embedding Propagation (EP) 

to increase the performance of the data identification. EP learns vector representations (embed 

dings) of graphs by passing messages between neighboring nodes. This is reminiscent of power 

iteration algorithms which are used for such problems as computing the PageRank for the web 

graph, running label propagation algorithm, performing isomorphism testing, and spectral 

clustering. Whenever a computational process can be mapped to message exchanges between 

nodes, it is implementable in graph processing frameworks such as Pregel, GraphLab, and GraphX. 

In this case, the graphs learnt by EP will be created with the data provided by the MENTs. It will 

increase the performance of the classification by taking into account all the data sources at once, 

instead of needed the independent analysis of them. 

Figure 1: Methods for data ingestion design 

https://scikit-learn.org/stable/
https://www.nltk.org/
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Figure 2: Working schema of EP 

Graph labels represent vertex attributes such as bag of words, user data, categorical features, and 

continuous features. They are not to be confused with class labels of a supervised classification 

problem. In the EP learning framework, each vertex v sends and receives two types of messages. 

Label representations are sent from v’s neighboring nodes to v and are combined so as to 

reconstruct the representations of v’s labels. The gradients resulting from the application of some 

reconstruction loss are sent back as messages to the neighboring vertices so as to update their 

labels’ representations and the representations of v’s labels. This process is repeated for a certain 

number of iterations or until a convergence threshold is reached. Finally, the label representations 

of v are used to compute a representation of v itself. 

2.2.3.- SMOODATA -Algorithms to evaluate the re-identification risks 

SMOODATA module will use a combination of below listed standard statistical approaches and 

privacy models to determine the re-identification risks: 

1) k-Anonymity: This is a well know privacy model which is most helpful to protect against the 

prosecutor model. K-anonymity requires that one should not be able to distinguish each 

record from at least k-1 other records for what concerns the equivalence classes induced 

by the combination of all quasi-identifier attributes: i.e., personal information that could be 

found in external data sources and thus used for linking attacks aimed at re-identification.    

2) ℓ-Diversity: This privacy model detects that for every identified sensitive identifier there 

should be at least ℓ "well represented" values in each equivalence class.  Different variants 

implementing different diversity measures have been proposed in literature out of which 

we will implement distinct-ℓ-diversity and recursive-(c, ℓ)-diversity. 

3) T-Closeness:  This is a refinement of the ℓ-Diversity privacy model. In theory an equivalence 

class is said to have t-closeness if the distance between the distribution of a sensitive 

attribute in this class and the distribution of the attribute in the whole table is no more 

than a threshold t. A table is said to have t-closeness if all equivalence classes have t-

closeness.  

Apart from the above-mentioned models and methods other advanced population-based models 

like δ-Disclosure privacy, β-Likeness and δ-Presence will also be tried to qualify the privacy risks 

with respect to GDPR compliance. 
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2.2.4.- SMOODATA - Evaluation of algorithms for personal information identification 

The evaluation of the algorithms does not need the usage of any specific technology. For 

SMOODATA it will be performed by using standard techniques. We will make use of the tools 

available in scikit-learn to can calculate different system metrics such as the accuracy and the recall. 

 

2.3.- System Functionality 

2.3.1.- SMOODATA-Methods for data ingestion 

MENTs will perform the data ingestion process using two different methods as shown in the 

following image: 

 

Figure 3: Methods for data ingestion functionality 

On one hand, those MENTs using .xls or .csv file formats for storing customer’s data just will need 

to use the drag and drop component provided by the user interface. This component will be 

responsible for sending files to the Smooth Platform. On the other hand, MENTs using relational 

databases will have to add an extra step for generating the file that finally will be uploaded to the 

server: download a local connector (plugin) from the React client. This plugin will connect locally to 

the database and will generate a file (or a set of files) with information about the current MENT 

database. Once the connector generates the summary files, they can be uploaded using the drag-

and-drop component. 

 

2.3.2.- SMOODATA -Machine learning algorithms for personal data identification 

The main functionality of the Machine learning algorithms is the identification of the personal data 

into the datasets provided by the MENTs. To this end, several algorithms will be developed and 

combined in order to obtain a better accuracy. 

This module will receive the data preprocessed by the data connectors and after the application of 

all the algorithms will output a list with the types of personal data identified together with some 
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examples of that types of data that may help the MENTs understanding the final results provided 

by the platform. 

As explained in Section 2.1.2 different data types has been identified a priori, and for each one of 

them the module will indicate whether that kind of personal data has been identified into the 

datasets.  

2.3.3.- SMOODATA -Algorithms to evaluate the re-identification risks 

The main functionality of this module will be to run the various privacy-risk assessment algorithms 

in a distributed and efficient way to quickly estimates the re-identification risks in the dataset 

uploaded by the MENTs.  

The input to the system, besides the dataset uploaded by the MENT, is constituted by the personal 

and direct identifier columns automatically identified by SMOODATA and possibly enriched by the 

user, together with a set of parameters for the privacy models and measures described in Section 

2.2.3.  

The output of the system is a report of the privacy risks contained in the dataset uploaded by the 

MENT. For example, the following parameters will be included in the report: 

(1) How many rows are at risk of re-identification, i.e., have a risk measure above a user-

defined threshold. 

(2) What is the highest risk 

(3) Which records are at high risk and why (i.e., which combination of attributes make them 

easily re-identifiable). 

(4) Which data minimization operation should be considered in order to reduce the identified 

privacy risks. 

 

2.3.4.- SMOODATA - Evaluation of algorithms for personal information identification 

The evaluation of the algorithm will provide three different metrics. The accuracy, the recall and 

the F1 score. To obtain that metrics we will perform 2 different tests. 

In the first test we evaluate the performance of the algorithm itself. To this end we will feed the 

trained models with clean data coming from the MENTs, this test will mark the upper bound on the 

precision of the whole system. 

The second test will be performed during the second development cycle (at the end of the project), 

on this test, we will assess the performance of the whole system, including the data connectors and 

its integration. This test, will allow us to check the behavior of the whole system in the real situation 

when the data does not need to be necessarily clean and the work is tougher for the algorithms 

since they should discriminate among the data and the noise possibly included in the MENTs data. 
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2.4.- Proposed System 

As described in previous sections, the final system of the SMOODATA module can be divided in two 

completely different parts. The data connectors and the algorithms implemented into the platform. 

 

Figure 4: SMOODATA proposed system 

The function of the data connectors is to ease the transfer of the information from non-savvy users 

to the platform. That way they represent the only interface with the final user of the SMOODATA 

module and they are divided in two kind of connectors. The online data connectors that will serve 

to upload small and structure datasets like CSV or excel files. And the local data connectors that will 

transform the local databases into an easy-to-upload file. 

The function of the machine learning engine will be to identify the different types of personal data 

present in the datasets uploaded by the MENT and report it to the   

Finally, the development phase will have an extra module: the evaluation of the algorithms for 

personal information identification.  
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2.4.1.- SMOODATA-Methods for data ingestion 

 

Figure 5: System design for the data ingestion of SMOODATA 

2.4.2.- SMOODATA -Machine learning algorithms for personal data identification 

SMOODATA will develop and train different algorithms able to detect the different categories of 

personal data defined in D2.1 and mentioned above in Table 1. 

Three different categories will be followed in order to identify the different types of data, dictionary 

search, regular expressions and Natural Language Processing. 

The dictionary search will be implemented in order to identify those kind of data that presents a 

great variability but which typical values are known. Among these kind of data we find the names 

and surnames or the physical addresses of the users. The system will match each piece of 

information against a dictionary previously created by using external data. After identifying the 

different data types, this module will try to understand the structure of the data, indicating whether 

the data category can be identified in statistically significant way. 

We expect to add new data sources to the system during the development in order to increase its 

coverage. For example, we will use the Spanish census 

(https://www.ine.es/dyngs/INEbase/es/operacion.htm?c=Estadistica_C&cid=1254736177009&m

enu=resultados&idp=1254734710990) list in order to generate the dictionary for names and 

surnames for the case of Spanish MENTs and the list of streets 

(http://www.madrid.org/nomecalles/ListaCalles.icm) to feed the dictionary devoted to the 

identification of the postal addresses. 

The second method, the regular expressions (https://en.wikipedia.org/wiki/Regular_expression ) 

will be used to identify data categories with a specific format. For example, e-mail addresses can 

be easily identified by using the following regular expression: 

http://www.madrid.org/nomecalles/ListaCalles.icm
https://en.wikipedia.org/wiki/Regular_expression
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(?:[a-z0-9!#$%&'*+/=?^_`{|}~-]+(?:\.[a-z0-9!#$%&'*+/=?^_`{|}~-]+)*|"(?:[\x01-\x08\x0b\x0c\x0e-

\x1f\x21\x23-\x5b\x5d-\x7f]|\\[\x01-\x09\x0b\x0c\x0e-\x7f])*")@(?:(?:[a-z0-9](?:[a-z0-9-]*[a-z0-

9])?\.)+[a-z0-9](?:[a-z0-9-]*[a-z0-9])?|\[(?:(?:25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.){3}(?:25[0-

5]|2[0-4][0-9]|[01]?[0-9][0-9]?|[a-z0-9-]*[a-z0-9]:(?:[\x01-\x08\x0b\x0c\x0e-\x1f\x21-\x5a\x53-

\x7f]|\\[\x01-\x09\x0b\x0c\x0e-\x7f])+)\]) 

Regular expressions will be used to identify the email addresses, telephone number, ID number, 

bank account numbers, social security numbers, etc.  

Finally, there are other kinds of personal information like the sexual orientation, the religious 

believes or the political related information that cannot be identified with the previous methods. 

To identify these categories of personal data Natural Language processing will be used. 

A machine learning model will be trained and used to identify topics related with that kinds of data. 

We will use the power knowledge graph analysis with convolutional neural network in order to 

increase the accuracy of these methods, being able of identifying not only the obvious cases (gay, 

heterosexual, homosexual…) but the complicated cases where the information is hidden among the 

normal language. 

The different classifiers will be applied to every piece of information into the MENTs` databases. 

That way the system will try to infer the category of a subset of information and will mark it as 

belonging to one of the predefined categories if the percentage of information into that subset is 

over a threshold that will be calculated for each of the different classifiers. 

Following we present a pre-analysis of the methods to be used for the different data categories: 

Political Opinion: The political opinion may be expressed in completely different ways. Then, it is 

not easy to identify them by looking into a dictionary or with other simple techniques. 

In order to identify them we make use of Natural Language Processing techniques that will allow us 

to assign different probabilities of representing a political opinion to different fields. 

In order to train that algorithms, we will use text related with politics like the Wikipedia pages with 

the different political parties and ideologies present in each of the countries analyzed. 

Trade Union Membership: contrary to the case of the Political Opinions the number of trade unions 

per country is usually limited and well know, it allows us to generate a dictionary with the possible 

values that this field can accept. 

We can consider a database field to represent the membership to trade unions of the users if the 

big majority of their values are included in our dictionary. 

Religious Beliefs: For the case of the Religious Beliefs we will use a mix of dictionary related terms 

(to identify the main religions like “Christianism”, “Christian”, “Muslim”, “Islam”, etc.) with NLP 

techniques that allow to find more complex expressions like “believe in God”. 

Like in the case of the political opinion, we will identify online text related with religion that allows 

us to train the algorithms in use. 

Philosophical Beliefs: We will follow exactly the same process described for the Religious Beliefs. 
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Racial or ethnic origin: A dictionary with terms related to the racial and ethnic origin will be 

generated and used to identify this kind of information into the MENTs databases. 

Health: The Health related information is really important because is one the most common cases 

of special categories of personal data that should be treated with special care by the companies. 

Due to the limitations imposed by the GDPR we will not treat this kind of data during the 

development phase. That would prevent us from developing a model trained using this kind of data. 

In order to can provide an indication to the MENTs, and given the special nature of this kind of data, 

we will generate a dictionary with terms related to the Health status and we will report every single 

appearance of them into the database. 

Since this approach may produce a big number of false positives, the final platform will only 

recommend to manually check those cases. 

Sexual life: As in the case of the health, we will not treat this kind of data during the development, 

so, we will limit our detection to a dictionary checking. 

Criminal and administrative offences: The case of Criminal offences is very special, while it is not 

included as one of the special categories of personal data by GDPR it is specially protected. We 

don´t expect to work with MENTs handling this kind of data.  

TIN-Tax ID Number: As other identification numbers they can be identified by using regular 

expressions.  

Social Security Number: As in the previous case we will use regular expressions to identify them. 

Personal Unique register: Another case for the user of regular expressions. 

Name and surname: to identify the name and surnames we will use a dictionary of names and 

surnames belonging to the country under analysis.  

Health Card: The health card number can also be identified using regular expressions. Moreover, a 

dictionary with the difference insurance options for the countries will be generated to help with 

the identification of the different health card options. 

Postal Address: For the case of the postal address we can clearly identify 2 different cases: the 

electronic address (i.e., the email address) and the physical one. 

In the case of the email address we will use regular expressions, as described in the introduction of 

this section. 

For the traditional postal address can be identified by matching the data with the street names and 

format used in the country. 

Phone number: As in other cases where the format is fixed, we will use regular expressions in order 

to identify the phone number into the datasets. 

Image/voice, fingerprint and other biometric data: Finally, complex data like images or biometric 

data will be difficult to identify. To this end, the platform will advise the user when one of these 

formats is found. 

Once the different types of data has been identified, the whole information will be  
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2.4.3.- SMOODATA -Algorithms to evaluate the re-identification risks 

This module will be built on top an existing open source library called ARX which is a current state 

of the art tool to find the privacy risk involved with the data. Finding k-anonymity is straight forward 

and will be estimated using the distinct row count. However, as shown in literature high k-

anonymity do not guarantee privacy protection against Homogeneity Attack and background 

Knowledge Attack. Hence, the tool will also estimate ℓ-Diversity and T-closeness to estimate the 

privacy risk. In recent literature multiple variants to implement ℓ-Diversity have been proposed. 

Inspired by the original paper we will use recursive (c,ℓ)-Diversity and Entropy ℓ-Diversity. For T-

Closeness we will use Earth Movers Distance (EMD) for numerical data and equal ground distance 

and hierarchical ground distance as measure to measure distance for categorical data. 

On top of the ARX tool will build a data minimisation module to give possible steps the user can 

take to minimize the amount of data collected or stored while increasing the privacy of the 

individuals in the data. To reduce the re-identification risks following two steps can be carried out. 

(1) Attributes generalization: This is process of making a personal information identification (PII) 

column less precise, so that records with different values are transformed into records that share 

the same value. For example, age of the user can be converted from a specific number to a range 

of value. Based on all the type of PII columns different strategy to generalize the same will be used. 

This translates directly in a data minimization recommendation that will be part of the report, 

together with the gain in level of k-anonymity (i.e., reduction in re-identification risk) that one 

would achieve by implementing such data minimization recommendation. 

(2) Rows or attributes suppression: Some time due to presence of an outlier data rows with very 

unique values doing just generalization may not be enough or can result in too large value ranges. 

Hence in such cases it is better to suppress the troublesome columns and/or remove the risky data 

points from the dataset to avoid complications. This translates directly in a data minimization 

recommendation that will be part of the report, together with the gain in level of k-anonymity (i.e., 

reduction in re-identification risk) that one would achieve by implementing such data minimization 

recommendation. 

Finding an optimal strategy is an NP hard problem hence we will use current state of the art 

approximation algorithms available on literature. 

2.4.4.- SMOODATA - Evaluation of algorithms for personal information identification 

For the evaluation of the algorithms we will use real data coming from the MENTs. The whole 

process will be applied to the available datasets that were previously manually tagged in order to 

correctly identify the categories of personal data present. 

The system will be applied to different real datasets and the percentage of categories spotted will 

be calculated and reporter in future deliverables. 
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2.5.- Interfaces to other modules or external systems 

The final results obtained from SMOODATA need to be crossed with the information provided by 

the users and the results obtained from other modules. This integration will be done through the 

SMOOTH platform using the interfaces defined in D6.1. 

The SMOODATA module will interact with the SMOOTH platform according to the following table 

that summarizes the JSON file that will be sent to the compliance report in WP6: 

 SMOODATA 

Method/URL [POST] /smoodata/result 

Description  POST Request used to save the analysis result from SMOODATA 

                 Request Body 

Name Description 

mentId Identifier of the Ment 

report_session_ID 
 

A unique identifier of the specific report run request from the MENT 
 

identified List of personal data types identified in the MENT database 

suspiciuos 
List of suspicious data types in the MENT database to be manually checked by the user 

since they may contain sensitive data. 

               Response Body 

Name Description 
success Informs about the upload process result (true/false) 

message Add information about the upload process result 

Example 

Method/URL [POST] /smoodata/result 

Header Content-Type: application/json 

Body 

{   
  "mentId" : "6183ad62-199d-11e9-ab14-d663bd873d93", 
  "report_session_ID ": “d663bd873d93-199d-11e9-ab14-6183ad62” ,  
  "identified" : [   
    "Name and Surname", 
    "Telephone Number", 
    "E-mail" 
  ], 
  "suspicious" : {   
    "health" : [   
      "Table" 
    ], 
    "images" : [   
      "Table Users -> column ‘UserPic’" 
    ] 
  } 
} 
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Response 

{   
    "success":"true", 
    "message":"Results correctly saved" 

} 

 

 

2.6.- User Interfaces 

The only interface of SMOODATA with the final users will be performed through the data 

connectors used in order to facilitate the data ingestion.  

2.6.1.- SMOODATA-Methods for data ingestion  

The Smooth front-end will provide the possibility of uploading the MENTs datasets. The figure 

below shows a mock-up of the user interface where databases files can be uploaded using the drag-

and-drop component. Alternatively, final user will be able to download a local connector from the 

platform in order to generate a sample dataset connecting to its own databases. 

 

 

2.7.- Security and privacy architecture: Methods to safeguard data. 

The SMOODATA module will use the security provided by the SMOOTH platform (See Deliverable 

6.1) during the pilots and the subsequent commercialization phases. However, this module needs 

real data during the development phase in order to design and train the machine learning 

algorithms used for the identification of the personal data present in the MENTs database. 

This task will be performed in parallel by 2 of the partners of the consortium: NEC and Eurecat. In 

order to secure the potentially personal data provided by the participant MENTs and, at the same 

time, facilitate the data uploading by the MENTs a cloud platform will be setup using Microsoft 

share cloud. 
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The cloud system, provided by Eurecat will provide an easy way for the MENTs to upload their 

different databases to an encrypted machine. In order to minimize the data exposure, as soon as 

the data is uploaded by the participants, it will be transferred in parallel to Eurecat and NEC servers 

placed in secured location. 

Eurecat servers have a local firewall that only allows secure web connections to the internet and 

verified IP addresses for development or updates of the SMOOTH application. A local log file records 

every access to the server. The server is located in Eurecat, Barcelona. The Centre´s facilities have 

controlled access, personal ID cards for authorised staff. The server has dedicated bandwidth and 

backup power system for guarantying availability. Backups are taken periodically and a restoration 

process is set in case of a failure. The platform will be accessible through only one secure point 

using SSH and HTTPS protocols. The development environment will be accessible only to specific 

people related to the technical WPs and their applications. 

 In the case of NEC, the servers al physically placed in the NEC research lab in Heidelberg. Those 

servers are located into a locked room only accessible by authorized personnel. Moreover, the data 

will be located in a server that is not directly accessible from the Internet, making more difficult 

that way the possibility of unwanted accesses to the datasets.  

In both cases, the data will be stored the minimum time required for the development of the 

algorithms involved in the SMOOTH project.  
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3.- CONCLUSION 

In this document we have presented the design of the SMOODATA module. To this end the four 

different pieces that need to be developed has been widely analysed and explained, from the goals 

and functionality that they require to the underlying technology used. 

The data connectors in charge of facilitating the upload of the MENTs datasets to the platform will 

be designed using AJAX and will provide an easy to use drag and drop system to the final users. 

A machine learning engine able to detect and identify the different classes of personal data stored 

into the MENTs databases will be created using different technologies like regular expressions, 

word embedding or neural networks. It will make use of different open data resources to generate 

the different dictionaries and models used. 

Different approaches like k-anonymity, ℓ-Diversity or T-closeness will be used to identify the risk of 

re-identification of the users into the MENTs datasets, generating a final report with 

recommendations. 

Finally, all the algorithms will be evaluated during the development phase using real data coming 

from companies participating in the pilots. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


