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Executive summary 

 

This deliverable describes the data management life cycle for the data to be 

collected, processed and generated during the SMOOTH project. The purpose is to 

establish how the data will be created, stored and backed-up, who owns it and 

who is responsible for the different data and which data will be preserved and 

shared according to the participation of the project in the Open Research Data 

Pilot. 
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1.- Introduction 

This document presents the first version of the Data Management Plan (DMP) for the SMOOTH 

project. Projects funded by the Horizon 2020 Open Research Data Pilot are required to develop 

several versions of the Data Management Plan (DMP), in which we specify what data will be kept 

for the longer term. 

Data management refers to the everyday handling and workflow of research data during the active 

phase of a project as well as the practices that support long-term preservation, access, and use 

after the project has been completed. These activities can include planning, documenting data, 

formatting data, storing data, anonymizing data, and controlling access to data. 

Data Management Across SMOOTH Lifecycle 

 

Discovery & Planning: This is the stage to determine if SMOOTH will produce a new dataset, 

combine existing datasets or analyze existing datasets; identify privacy, confidentiality, and other 

ethical issues; consider documentation format and content and the metadata standards to use to 

describe the data; identify potential users of project data; identify an appropriate data repository 

to archive the data; and determine data management costs. 

Initial Data Collection: This is the stage during which to determine workflows and procedures for 

organizing files, backups and storage, performing quality assurance protocols, and setting 

appropriate access controls and security measures. 

Discovery & 
Planning

Initial Data 
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Preparation 
&Data 

Analysis

Publication&S
haring

Long-term 
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Preparation & Data Analysis: It may be needed to clean, manipulate, or process the raw data. What 

is important during this stage is to document the changes to the raw data and creating a “master” 

version to be analyzed and eventually archived. It is also essential to document analysis procedures 

such as additional modifications to the data, the model used, the code used to run the analysis, and 

hardware and software specifications. 

Publication and Sharing: This is the stage to consult with the archive or repository to determine file 

formats, clean and further document data. Additionally, all documentation should be reviewed to 

ensure that the they contain enough information to allow the data to be re-used by a third party. 

Long-term Management: During this stage researcher share their data and findings through 

publications, submit reports, and deposit data and supplementary materials into the archive or 

repository. 

The SMOOTH project participates in H2020 pilot action on open access to research data. This 

deliverable, the SMOOTH data management plan, describes the research data that will be collected 

and generated during the project and explains how it will be exploited or if it will be shared for 

verification and re-use.  

SMOOTH is an innovation action that will deliver ICT-based solutions to assist Micro-enterprises 

(MEnts) to adopt and be complaint with the GDPR by designing and implementing an easy-to –use 

and affordable cloud-based platform service. As most of the project outcomes are susceptible of 

being protected for exploitation, the data management plan will clearly identify which data will be 

kept confidential and which will be made openly available.    

The Data Management Plan (DMP) will be updated during the project lifetime (in the form of 

deliverables D9.5 and D9.6). New versions of the DMP could also be created whenever significant 

changes arise in the project such as: 

 New data sets 

 Changes in the consortium policies 

 External factors 

1.- Data collection 

A core element of the SMOOTH project concerns the collection of data generated through the use 

of the SMOOTH Platform by MEnts personnel. We will both collect existing data from partners and 

third parties, and will create new data within the project.  

The platform will leverage two sets of input: 

1) the results of automated GDPR compliance test developed and, 

2) context information of the MEnts under analysis: this information is collected from a 

questionnaire that the MEnts personnel must fill in during the registration process for the SMOOTH 

platform 
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1.1.- Smooth collected and/or created data 

To develop the SMOOTH platform, partners will both collect data from: 

-  Personal data from beta-testers: in order to assess the performance, usability and reliability of 

the SMOOTH platform through the pilots, actual MEnts will be involved. Owners or representatives 

of MEnts selected to participate in the pilots will be in direct contact through different channels 

with some partners. Each partner responsible for the pilot tests will request the following 

information from beta-testers participating in the testing and piloting activities: name and surname, 

gender, email address, Micro enterprise name, sector of activity, main field of work, and country. 

The data will be collected using surveys, user statistics, performance statistics and platform logs. 

The requested information may be subject to modifications as the project progresses. Collecting 

and using additional types of personal data will be subject to Users’ consent.  

The types of data to be generated are: 

- from MEnts repositories participating in the pilots: SMOOTH will collect and produce data for 

analysis and evaluation, which is the purpose for the processing of personal data. The data will be 

collected before and after the pilot phase of the project.  

- computer software,  

- research data and metadata,  

- manuscripts and  

- dissemination material  

The platform will also provide means to assess and store data not directly produced by users, i.e 

the evolution on their activity and interaction with their clients, which will also be subject to further 

analysis or information from third parties with presence in MENTs websites to understand whether 

users are informed of all third parties that may be retrieving personal information in the MENTs 

website.  

The SMOOTH project will use two basic data. Primary data represent the raw dataset gained from 

the platform. The secondary data represent the derived data based on the analysis, evaluation and 

usage of various research methods. 

The data will represent the information about: 

• Type of business of the MEnts 

• Types of data the MEnts collects from its customers and providers 

• Information about the process to obtain consent from the MEnt’s customers and providers 

• The data protection processes in place (if any) 

• Feedback on the performance, usability and interactivity of the platform with the MEnts 

during the recruitment phase 

• Personal evaluations for SMOOTH platform  

 

Formats of data: 
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• Txt 

• Csv 

1.2.- Standards and methodologies 

Research data files and folders need to be labelled and organised in a systematic way so that they 

are both identifiable and accessible for current and future users. 

Naming files according to agreed conventions should make file naming easier for you as well as for 

others because there will be no need to ‘re-think’ the process each time. 

Another benefit of consistent research data file labelling is that files are not accidentally 

overwritten or deleted. 

It is important to consistently identify and distinguish versions of research data files as well. This 

ensures that a clear audit trail exists for tracking the development of a data file and identifying 

earlier versions when needed. 

The data will be collected based on the mixed methodology of observation, questionnaire/survey 

and automatic detection via SMOOTH platform.  

The input mode of data: 

Part of the data will be collected automatically based on the SMOOTH platform. The second part of 

the data will need the manual input of interviewed persons. 

- Protection: Any databases containing data deemed to be sensitive will be encrypted using the 

current industry-standard level of encryption. Due to the large amount of data generated by the 

platform it is not practical for all data to be encrypted. 

- Retention: All personal data will be anonymised upon completion of the project. In accordance 

with the GDPR, no personal data will not be kept for longer than it is needed.  

- Transfer: The exchange of data between partners will be handled by a separate sharing service. 

This is a secure service and all data must be encrypted using the current industry-standard to ensure 

maximum security during transmission.  

- Destruction: Data used during the project will be immediately destroyed after analysis. Data 

marked for destruction will be securely deleted using the latest industry-standard technique, for 

example adhering to the recommendations of NIST 800-88 R1 

(https://www.nist.gov/publications/guidelines-media-sanitization-0 ) 

 

1.3.- Best practices for file formats 

Data should be saved in a non-proprietary (open) file format when possible. In case it is necessary 

to save files in proprietary format, it will be included a readme.txt file that documents the name 

and version of the software used to generate the file, as well as the company who made the 

software. 

The formats ideally for archiving are: 

https://www.nist.gov/publications/guidelines-media-sanitization-0
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- Non-proprietary 

- Unencrypted 

- Uncompressed 

- In common usage by the research community 

- Adherent to an open, documented standard: 

o Interoperable among diverse platforms and applications 

o Fully published and available royalty-free 

o Fully and independently implementable by multiple software providers on 

multiple platforms without intellectual property restrictions or necessary 

technology 

o Developed and maintained by an open standards organisation  

 

- Some preferred file formats: 

o Containers: TAR, GZIP, ZIP 

o Databases: XML, CSV 

o Statistics: ASCII, DTA, POR, SAS, SAV 

o Text: XML, PDF/A, HTML, ASCII 

o Web archive: WARC 

 

2.- Ethics and legal compliance 

SMOOTH will use the customers’ data repository only for the purpose of generating the compliance 

report. The data analysis will happen in real time and once the compliance report is delivered, any 

data sample from the MEnt will be removed from the platform. Similarly, MEnts will choose 

whether SMOOTH can retain their compliance reports or remove them once they are generated 

and delivered. In any case, due to the analysis processes, the SMOOTH platform becomes a data 

processor, therefore MEnts being the data controllers, for granting the SMOOTH platform 

permission to access their data. This contract will be signed the first time MEnts access the SMOOTH 

platform. This way, we will guarantee that SMOOTH is itself compliant with the GDPR.  

The legal basis for the processing of Users personal data is consent (Article 6(1)(a) GDPR). When 

signing the Informed Consent Agreement for participation as Beta-Testers, Users will be asked to 

give their consent to the processing of personal data associated with the conduct of the Pilots. 

Users have the right to withdraw consent to the processing of their personal data at any time. To 

this end, they may send a request at: legal@eurecat.org. 

3.- Copyright and Intellectual Property Rights (IPR) issues 

The project will produce data assets as: 
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 Key results  How is it going to be used? Application areas 

1 

Module 1: GDPR 

key text document 

analysis   

 

 Practical use, enabling the analysis of 

text documents related to privacy 

protection  

 In future research and technological 

solutions on multi-lingual text mining 

and machine learning analysis of 

document complexity 

Data protection, 

privacy and 

transparency; as well 

as in other data science 

applications (e.g. other 

legal applications, 

insurances, medical, 

technical building 

code,…)  
2 

Module 2: GDPR 

personal data 

repository analysis  

 

 Practical use, enabling the analysis of 

personal data repositories. 

 In future research and technological 

solutions on methods for data ingestion 

and analysis of database storage practices   

3 

Module 3: GDPR 

auditing for 

websites and apps  

 

 

 Practical use, enabling the analysis of the 

use of personal data in websites and 

mobile apps. 

 In future research and technological 

solutions on online advertising, data 

leakage…  

Data protection, 

privacy and 

transparency; and more 

generally on online 

advertising, online 

crime, data security, …   

4 

GDPR online 

interactive 

handbook for MEnt  

 

 Practical use, as a communication and 

dissemination tool to reach a large 

number of MEnts and raise their 

awareness about GDPR 

Communication, 

awareness, education  

5 

Platform for GDPR 

compliance analysis  

  

 Practical use, as integrated solution for 

EU MEnts to adopt the GDPR.  

 To be used as reference on how a 

software solution can support the 

adoption of new legislation by MEnts 

Data protection, 

privacy and 

transparency; 

regulation, 

communication, 

awareness, education   

6 
Kit of resources  

 

 Freely accessible materials for GDPR 

compliance: templates, information and 

advice for the direct use by MEnts 

(dissemination tools) 

Data protection, 

privacy and 

transparency, MEnts of 

all sectors 
 Data assets table 

 

Research data and intellectual property generated within SMOOTH will be owned by the respective 

beneficiaries (solely or jointly when several beneficiaries have jointly carried out the work and if 

their respective share cannot be ascertained), according to article 26 of the Grant Agreement and 

section 8.2 of the Consortium Agreement, respectively. 

The ownership and IPR of these assets will be detailed in future versions of this document. The 

resulting agreements will be compliant with the corresponding legislation (i.e. GDPR, Copyright, 

Freedom for Information Act, etc.) 

4.- Sharing the data and OPENDATA 

One of the objectives of the SMOOTH project is to develop a solution into a commercial product. 

For this reason, the Consortium may decide that potentially publishable data will not be available 

for open access until the end of the project, once the exploitation paths have been defined. 
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However, results of the pilot execution and platform evaluation will be made publicly available 

through the deliverables: 

- D7.1 Definition of SMOOTH validation process and MEnts recruitment strategy and results 

(M15) 

- D7.2 Report of first evaluation of SMOOTH platform (M18) 

- D7.3 Report of second evaluation of SMOOTH platform (M27) 

 

SMOOTH will preserve the data relating to the results of the pilot execution, platform evaluation 

and access records for three years after the project completion. Consequently, the data will be kept 

in the server and will be accessible under the same terms that will be agreed among partners during 

the project lifespan. 

All public deliverables will be available at least for three years after the project completion at the 

project website. 

Selected datasets, databases, standalone documents, and software may be made public or open 

for exploitation at the end of the project. Metadata will be linked to the materials so that they can 

inform any future user about their usefulness and purpose of the dataset. 

The recommended metadata standard is SDMX (Statistical Data and Metadata Exchange) or CERIF 

(Common European Research Information Format). 

The data will be shared on the project website and also shared on the one of the repository websites 

as: 

 OpenAIRE, 

 CERN collaboration, 

 Zenodo, 

For the dataset will be available documentation in English.  

 

5.- Roles and responsibilities 

Eurecat, as project Coordinator assumes the role and responsibilities of a Data Controller. The 

Consortium partners involved in data processing (see D2.1 section 5) will also maintain records as 

data processors. 

Each partner is responsible for the data generated from his/her institution as data producers, 

proper data collection, documentation and storage throughout the duration of the project, under 

the supervision of their respective DPOs. 

The party responsible for the file and, if applicable, the party in charge of the processing must 

implement the technical and organizational measures necessary to guarantee the security of the 

personal data and prevent their alteration, loss, unauthorised processing or unauthorised access, 

taking into account the state of technology, the nature of the data stored and the risks to which the 

data are exposed, whether due to human action or to physical or natural environment. 

EURECAT is responsible for all the aspects related with data storage and backup as data processor. 

http://rd-alliance.github.io/metadata-directory/standards/sdmx-statistical-data-and-metadata-exchange.html
https://www.eurocris.org/cerif/main-features-cerif
https://www.eurocris.org/cerif/main-features-cerif
https://www.openaire.eu/
https://atlas.cern/discover/collaboration
https://zenodo.org/
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LSTECH and EURECAT as the main developers of the SMOOTH platform will be responsible as data 

processor and service provider of all aspects related with data gathering, data integrity, access 

logging, etc. 

Specific agreements may be signed among partners in order to grant access to the different 

datasets for the different uses (data storage, data processing, service provision). 

Whenever Eurecat or other consortium partner use processors or sub-processors to carry out the 

data processing operations, a Data Processing Agreement will be signed in accordance with Article 

28(2) of the GDPR (see D2.1 section 5 for more detail). 

As SMOOTH platform is a complex project with the intervention of many actors with different 

access, collection and processing of data, an exhaustive analysis regarding the data management 

procedures in place has been made and has been added in an Annex to this Deliverable. 

6.- Storage and preservation of data 

The collected data will be used only for analysis and development purposes related to the project 

and the platform will provide a cloud-based environment. The infrastructure will be hosted in 

Google Cloud and thus it will have all the related security and privacy assurances as can be 

overviewed here 

https://cloud.google.com/security/overview/ 

The server will be hosted in EU countries and no data will be transferred to other countries outside 

EU. 

In order to safeguard the appropriate preservation of the data, SMOOTH is allocating budget for 

the data storage and backups during the lifespan of the project and at least for the following 2 

years. 

In general, primary and secondary data will be stored at local computer drives, institutions’ drives 

and servers. The backup of the data will be executed on a daily basis and standard data 

management procedures have been implemented on each site. 

The official repository for non-software data, containing data to be shared (created and/or 

generated) among the Consortium is Redmine, an open source self-hosted file sharing platform.  

Dissemination material, reports and deliverables, will be stored in own cloud. The own cloud server 

is backed-up periodically, ensuring needed back-up frequencies required for this data. 

A daily backup procedure has been designed in order to ensure data integrity and recovery. This 

backup has two main subsystems: 

- File system backup: A daily copy of every file in the system is stored in compressed format 

- Database backup: A daily dump of every database is stored in a single file 

- Daily encryption and compression of log files  

The dataset will be output of data collection of SMOOTH platform. This will lead to publishing of 

OPENDATASET. The OPENDATA set will be stored in certified repository. 

 

https://cloud.google.com/security/overview/
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7.- Security 

The data collected from the beta-testers will be stored in two databases.  One for personal data 

and second one for the trajectories. The first one will have the data encrypted; the second one will 

have the data not-encrypted; there will be no personal data in the second database, just an index 

corresponding to each user. These databases are only accessible locally in order to prevent any 

connection from outside. 

The server has a local firewall that only allows secure web connections to the internet and verified 

IP addresses for development or updates of the SMOOTH application. A local log file records every 

access to the server. 

The server is located in Eurecat. The Centre´s facilities have controlled access, personal ID cards for 

authorised staff. The server has dedicated bandwidth and backup power system for guarantying 

availability. 

Backups will be taken periodically and a restoration process will be described in case of a failure. 

The platform will be accessible through only one secure point using SSH and HTTPS protocols.  

The development environment will be accessible only to specific people related to the technical 

WPs and their applications. 

We will be daily monitoring the infrastructure to identify possible inconsistencies, conflicts or 

security issues based on system, application and access logs.  
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8.- Annex: Questionnaires_Inputs for DMP 

8.1.- EURECAT 

  



 
 
 

Project Number 786741 
Project Acronym SMOOTH 
Project title  GDPR Compliance Cloud Platform for Micro Enterprises 
Partner:  FUNDACIÓ EURECAT 

 
QUESTIONNAIRE FOR DATA MANAGEMENT PLAN  
 
 
1. DATA SUMMARY 
 
1. What is the purpose of the data collection/generation and its relation to the objectives of the 
project?  
 
The purpose of data gathering will be to enable the completion of a GDPR assessment by a 
certain user. Part of the process is to complete a dynamic questionnaire on the different areas 
of data protection in order to create a customized report. 
For the tasks to be performed regarding the validation and assessment of the platform, the data 
will consist of results of user test, mainly qualitative, but there is also the possibility of collecting 
physiological/behavioural data in some cases. 
 
2. What types and formats of data will the project generate/collect?  
 
The SMOOTH Cloud platform will make use of a dynamic questionnaire and will serve as the 
platform for other modules to function properly. For this reason, the platform will collect the 
answers to the questionnaire within the platform database. 
 
The type of data mainly will be text (answers to questionnaires and interviews), physiological 
signals, and behavioural performance data. 
 
3. Will you re-use any existing data and how?  
 
The platform will store the compliance reports generated, in order for the user to consult it after 
his completion. The platform will store a nickname, password and email in order to allow users 
to check their reports.  
For the validation test we won´t re-use any existing data. 
 
4. What is the origin of the data?  
The data is originated in the users. They need to voluntary decide to answer a questionnaire and 
share different documents. 
 
5. What is the expected size of the data?  
At this point of the project is not feasible to make a precise estimate. The goal is to compile as 
little information as possible. The nature of the data to be collected (answers to a questionnaire) 
suggest a very small size of the date (less than 10 Mb) 
 
6. To whom might it be useful ('data utility')? 
Data stored will be useful to users, since they will receive a compliance report. Data will also be 
useful for statistical purposes, in this research strand data could be used by policy makers to 
understand the degree of compliance in data privacy of MEnts. 



The Validation test might be useful to researchers on user experience measurements. 
 
2.1 MAKING DATA FINDABLE 
 
7. Are the data produced and/or used in the project discoverable with metadata, identifiable and 
locatable by means of a standard identification mechanism (e.g. persistent and unique identifiers 
such as Digital Object Identifiers)?  
 
Not applicable. All the data will be stored internally using industrially standardised relational 
databases.  
The data collected from the users won´t be shared. 
 
8. What naming conventions do you follow?  
 
To be decided 
 
9. Will search keywords be provided that optimize possibilities for re-use? 
 
Search keywords will not be a feature of the platform. 
 
10. Do you provide clear version numbers?  
 
All software component (included relational databases) will be versioned following semantic 
versioning type (MAJOR.MINOR.PATCH). 
 
11. What metadata will be created? In case metadata standards do not exist in your discipline, 
please outline what type of metadata will be created and how. 
 
Files generated from platform like the compliance reports or other results will have metadata 
such as author, creation date or modification date.  
 
2.2. MAKING DATA OPENLY ACCESSIBLE 
 
12. Which data produced and/or used in the project will be made openly available as the 
default?1  
The data won’t be publicly accessible but the project result will be. This means that the platform 
enabling a GDPR compliance report will be publicly available to be used by any user. 
 
13. How will the data be made accessible (e.g. by deposition in a repository)?  
 
Not applicable. See response number 12. 
 
14. What methods or software tools are needed to access the data?  
 
Not applicable. See response number 12 for the data generated by the platform. 
Regarding the validation test to perform with users, spreadsheets and dedicated software for 
the analysis of behavioural and physiological signals. 
 
15. Is documentation about the software needed to access the data included? 

                                                           
1 If certain datasets cannot be shared (or need to be shared under restrictions), explain why, clearly 
separating legal and contractual reasons from voluntary restrictions. 



Not applicable. See response number 12. 
 
16. Is it possible to include the relevant software (e.g. in open source code)? 
 
Not applicable. See response number 12. 
 
17. Where will the data and associated metadata, documentation and code be deposited?  
 
Code repository will not be openly available during the project neither when the project ends. 
The data collected from the validation test will be deposited in Eurecat’s servers 
 
18. If there are restrictions on use, how will access be provided?   
 
 
19. Are there well described conditions for access (i.e. a machine readable license)?  
 
 
20. How will the identity of the person accessing the data be ascertained? 
 
Persons accessing his own data (reports) should be authenticated in the system previously by 
means of a password (selected by the user previously). 
 
 
2.3. MAKING DATA INTEROPERABLE  
 
21. Are the data produced in the project interoperable, that is allowing data exchange and re-
use between researchers, institutions, organisations, countries, etc. (i.e. adhering to standards 
for formats, as much as possible compliant with available (open) software applications, and in 
particular facilitating re-combinations with different datasets from different origins)? 
 
All the tools that will be used to develop the platform are software industrial standards, 
including the coding language, development environments and data exchange protocols.  
Data will be stored using industrially standardised databases. As such the whole platform is 
interoperable in case new functionality or a different project needs to interoperate with it, also 
the whole data set can be exported for their use in a different project if necessary. 
 
The data regarding the validation test won´t be interopeable. 
 
22. What data and metadata vocabularies, standards or methodologies will you follow to make 
your data interoperable?  
 
Standard relational databases, standard data exchange protocols (HTTP, JSON…) 
 
23. Will you be using standard vocabularies for all data types present in your data set, to allow 
inter-disciplinary interoperability?  
 
To be decided 
 
24. In case it is unavoidable that you use uncommon or generate project specific ontologies or 
vocabularies, will you provide mappings to more commonly used ontologies?  
 
Unplanned at this point. 



 
2.4. INCREASE DATA RE-USE (THROUGH CLARIFYING LICENCES) 
 
25. How will the data be licensed to permit the widest re-use possible?  
 
 
26. When will the data be made available for re-use? If an embargo is sought to give time to 
publish or seek patents, specify why and how long this will apply, bearing in mind that research 
data should be made available as soon as possible. 
 
 
 
27. Are the data produced and/or used in the project useable by third parties, in particular after 
the end of the project? If the re-use of some data is restricted, explain why.  
 
The project expects an exploitable platform at the end of the project, this platform will be 
exploited by one of the partners (LSTECH). 
 
28. How long is it intended that the data remains re-usable? 
 
 
29. Are data quality assurance processes described? 
 
 
3. ALLOCATION OF RESOURCES 
 
30. Who will be responsible for data management in your project?  
 
Mª Carmen Valera, Eurecat’s appointed Data Protection Officer 
 
 
4. DATA SECURITY 
 
31. What provisions are in place for data security (including data recovery as well as secure 
storage and transfer of sensitive data)?  
 
For the data to storage in the cloud, all necessary measures to guarantee data security will be in 
place. Data exchange channels will be secure. Personal information stored in the system will be 
encrypted. 
 
For the data gathered from the users when validating the platform, we will be using Eurecat’s 

server. The server is located in Eurecat, the Centre´ facilities have controlled access, personal ID 

cards for authorised staff. The server has dedicated bandwidth and backup power system for 

guarantying availability. 

A daily backup procedure has been designed in order to ensure data integrity and recovery. This 

backup has two main subsystems: 

- File system backup: A daily copy of every file in the system is stored in compressed 

format 

- Database backup: A daily dump of every database is stored in a single file 



- Daily encryption and compression of log files  

In the sense of ethical aspect, the data will meet the requirements of EU GDPR. 

32. Is the data safely stored in certified repositories for long term preservation and curation? 
 
The data will be stored in 2 databases.  One for personal data and second one for the 

trajectories. The first one will have the data encrypted; the second one will have the data not-

encrypted; there will be no personnel data in the second database, just an index corresponding 

to each user. 

 
6. OTHER ISSUES 
 
33. Do you make use of other national/funder/sectorial/departmental procedures for data 
management? If yes, which ones? 
 
No 
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8.2.- AEPD 

  



 
 
 

Project Number 786741 
Project Acronym SMOOTH 
Project title  GDPR Compliance Cloud Platform for Micro Enterprises 
Partner:   AGENCIA ESPAÑOLA DE PROTECCIÖN DE DATOS 

 
QUESTIONNAIRE FOR DATA MANAGEMENT PLAN  
 
 
1. DATA SUMMARY 
 
1. What is the purpose of the data collection/generation and its relation to the objectives of the 
project?  
AEPD will not collect nor generate any experimental data. We will participate in documental 
information generation as deliverables along the project duration.  
 
2. What types and formats of data will the project generate/collect?  
Usual formats for text documents (.pdf) 
 
3. Will you re-use any existing data and how?  
Only documental information from public sources. 
 
4. What is the origin of the data?  
N/A 
 
5. What is the expected size of the data?  
N/A 
 
6. To whom might it be useful ('data utility')? 
N/A 
 
2.1 MAKING DATA FINDABLE 
 
7. Are the data produced and/or used in the project discoverable with metadata, identifiable and 
locatable by means of a standard identification mechanism (e.g. persistent and unique identifiers 
such as Digital Object Identifiers)?  
N/A 
 
8. What naming conventions do you follow?  
Textual naming convention as defined by project coordinators. 
 
9. Will search keywords be provided that optimize possibilities for re-use? 
N/A 
 
10. Do you provide clear version numbers?  
Version control number as defined by project coordinator. 
 
11. What metadata will be created? In case metadata standards do not exist in your discipline, 
please outline what type of metadata will be created and how. 
No metadata generation. 



 
 
2.2. MAKING DATA OPENLY ACCESSIBLE 
 
12. Which data produced and/or used in the project will be made openly available as the 
default?1  
All the documentation generated by AEPD may be publicly available. 
 
13. How will the data be made accessible (e.g. by deposition in a repository)?  
Project website publication. 
 
14. What methods or software tools are needed to access the data?  
PDF reader. 
 
15. Is documentation about the software needed to access the data included? 
No 
 
16. Is it possible to include the relevant software (e.g. in open source code)? 
N/A 
 
17. Where will the data and associated metadata, documentation and code be deposited? 
Preference should be given to certified repositories which support open access where possible.  
N/A 
 
18. If there are restrictions on use, how will access be provided?   
No 
 
19. Are there well described conditions for access (i.e. a machine readable license)?  
N/A 
 
20. How will the identity of the person accessing the data be ascertained? 
N/A 
 
2.3. MAKING DATA INTEROPERABLE  
 
21. Are the data produced in the project interoperable, that is allowing data exchange and re-
use between researchers, institutions, organisations, countries, etc. (i.e. adhering to standards 
for formats, as much as possible compliant with available (open) software applications, and in 
particular facilitating re-combinations with different datasets from different origins)? 
N/A 
 
22. What data and metadata vocabularies, standards or methodologies will you follow to make 
your data interoperable?  
N/A 
 
23. Will you be using standard vocabularies for all data types present in your data set, to allow 
inter-disciplinary interoperability?  
N/A 
 

                                                           
1 If certain datasets cannot be shared (or need to be shared under restrictions), explain why, clearly 
separating legal and contractual reasons from voluntary restrictions. 



24. In case it is unavoidable that you use uncommon or generate project specific ontologies or 
vocabularies, will you provide mappings to more commonly used ontologies?  
N/A 
 
2.4. INCREASE DATA RE-USE (THROUGH CLARIFYING LICENCES) 
 
25. How will the data be licensed to permit the widest re-use possible?  
N/A 
 
26. When will the data be made available for re-use? If an embargo is sought to give time to 
publish or seek patents, specify why and how long this will apply, bearing in mind that research 
data should be made available as soon as possible. 
N/A 
 
27. Are the data produced and/or used in the project useable by third parties, in particular after 
the end of the project? If the re-use of some data is restricted, explain why.  
N/A 
 
28. How long is it intended that the data remains re-usable? 
N/A 
 
29. Are data quality assurance processes described? 
N/A 
 
3. ALLOCATION OF RESOURCES 
 
30. Who will be responsible for data management in your project?  
To be confirmed by project coordinator. 
 
4. DATA SECURITY 
 
31. What provisions are in place for data security (including data recovery as well as secure 
storage and transfer of sensitive data)?  
To be confirmed by project coordinator. 
 
32. Is the data safely stored in certified repositories for long term preservation and curation? 
N/A 
 
6. OTHER ISSUES 
 
33. Do you make use of other national/funder/sectorial/departmental procedures for data 
management? If yes, which ones? 
N/A 
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8.3.- KU Leuven 

  



 
 
 

Project Number 786741 
Project Acronym SMOOTH 
Project title  GDPR Compliance Cloud Platform for Micro Enterprises 
Partner:   KUL 

 
QUESTIONNAIRE FOR DATA MANAGEMENT PLAN  
 
 

1. DATA SUMMARY 
 
1. What is the purpose of the data collection/generation and its relation to the objectives of the 
project?  
KU Leuven acts as a legal partner within SMOOTH, leading WP2 (Requirements, Entry 
Questionnaire and Interactive Handbook) and WP9 (Ethical Legal and Societal Aspects). 
Throughout the Project, KU Leuven will provide substantive input on the legal framework 
concerning data protection applicable to the MEnts (target audience of SMOOTH) and to the 
building and operation of the SMOOTH Platform itself (as the Platform will process certain types 
of personal data). Working closely with the two DPAs consortium members, it will also provide 
advice on legal compliance of the Project.  
 
Due to its role as legal partner and advisor, it is not expected that KU Leuven will be involved 
in the actual collection and generation of data linked to the development of SMOOTH 
technologies.  
 
As an academic research centre, KU Leuven may publish articles on legal issues identified 
throughout the project. It may also be involved in the co-writing of interdisciplinary articles with 
other partners. The contribution of KU Leuven will be based on legal research and publicly 
available information (legislation, case law, guidelines of Data Protection Authorities, academic 
articles).  
 
The results of the legal research will be used and exploited mainly by publishing in (scientific) 
journals, contributing to conferences, and through KU Leuven education activities. 
 
As part of WP 9 Task 9.3 ‘Societal impact’, which is led by KU Leuven, consortium members will 
study the potential impact that SMOOTH could have on society in terms of privacy risk reduction 
in case it is widely adopted in Europe. To measure societal impact, the consortium may carry out 
research (using publicly available sources) on the role of different mechanisms for data 
protection and regulation and its handling by SMEs and MEnts. Desk research may be 
supplemented by surveys/questionnaires developed to get an insight into SMOOTH tools and 
GDPR compliance. The methodology for Task 9.3 will be developed in the coming months and 
any data management issues raised will be reported in the updated version of the DMP.  
 
2. What types and formats of data will the project generate/collect?  
N/A 
 
3. Will you re-use any existing data and how?  
To perform its tasks as legal partner, KU Leuven will rely mainly on legal sources, such as 
legislation and legislative proposals, case law, academic articles, opinions and guidelines from 



the European (European Data Protection Supervisor and European Data Protection Board) and 
national data protection authorities. These sources are publicly available. 
 
4. What is the origin of the data?  
N/A 
 
5. What is the expected size of the data?  
N/A 
 
6. To whom might it be useful ('data utility')? 
Firstly, the input of KU Leuven during the project will be useful to the SMOOTH Consortium, as 
the legal advice provided by KU Leuven and the two DPAs participating in the project aims to 
guide the project’s compliance with the GDPR.  
 
Secondly, MEnts and data protection practitioners can benefit from the GDPR Interactive 
Handbook for MEnts that will be led by KU Leuven (part of WP2). To develop the Handbook, KU 
Leuven will use legislation, explanatory documents, case law and templates of GDPR-related 
topics prepared by DPAs (e.g. records of processing activities) or by the consortium itself (e.g. 
informed consent form). Special attention should be paid to translating GDPR legal obligations 
into a language and ‘practical guide’ understandable to the Handbook’s target audience (MEnts 
owners, with limited or no background on data protection law).  
 
Finally, scientific publications on the GDPR, data protection and issues raised by Smooth (written 
or co-written by KU Leuven) could be useful for the academic community and general public. 
 
2.1 MAKING DATA FINDABLE 
 
7. Are the data produced and/or used in the project discoverable with metadata, identifiable and 
locatable by means of a standard identification mechanism (e.g. persistent and unique identifiers 
such as Digital Object Identifiers)?  
N/A 
 
8. What naming conventions do you follow?  
N/A 
 
9. Will search keywords be provided that optimize possibilities for re-use? 
N/A 
 
10. Do you provide clear version numbers?  
N/A 
 
11. What metadata will be created? In case metadata standards do not exist in your discipline, 
please outline what type of metadata will be created and how. 
N/A 
 
2.2. MAKING DATA OPENLY ACCESSIBLE 
 
12. Which data produced and/or used in the project will be made openly available as the 
default?1  

                                                           
1 If certain datasets cannot be shared (or need to be shared under restrictions), explain why, clearly 
separating legal and contractual reasons from voluntary restrictions. 



The Deliverables of the project with a legal component (Requirements Definition, Interactive 
Handbook for MEnts, ELSA yearly reports) will be publicly available. The legal research carried 
out during the project and its results may be used in future research and exploited mainly by 
publishing in (scientific) journals, contributing to conferences. 
 
13. How will the data be made accessible (e.g. by deposition in a repository)?  
N/A. 
 
14. What methods or software tools are needed to access the data?  
N/A 
 
15. Is documentation about the software needed to access the data included? 
N/A 
 
16. Is it possible to include the relevant software (e.g. in open source code)? 
N/A 
 
17. Where will the data and associated metadata, documentation and code be deposited? 
Preference should be given to certified repositories which support open access where possible.  
N/A 
 
18. If there are restrictions on use, how will access be provided?   
N/A 
 
 
19. Are there well described conditions for access (i.e. a machine readable license)?  
N/A 
 
 
20. How will the identity of the person accessing the data be ascertained? 
N/A 
 
 
2.3. MAKING DATA INTEROPERABLE  
 
21. Are the data produced in the project interoperable, that is allowing data exchange and re-
use between researchers, institutions, organisations, countries, etc. (i.e. adhering to standards 
for formats, as much as possible compliant with available (open) software applications, and in 
particular facilitating re-combinations with different datasets from different origins)? 
N/A 
 
22. What data and metadata vocabularies, standards or methodologies will you follow to make 
your data interoperable?  
N/A 
 
23. Will you be using standard vocabularies for all data types present in your data set, to allow 
inter-disciplinary interoperability?  
N/A 
 
24. In case it is unavoidable that you use uncommon or generate project specific ontologies or 
vocabularies, will you provide mappings to more commonly used ontologies?  
N/A 



 
 
2.4. INCREASE DATA RE-USE (THROUGH CLARIFYING LICENCES) 
 
25. How will the data be licensed to permit the widest re-use possible?  
N/A 
26. When will the data be made available for re-use? If an embargo is sought to give time to 
publish or seek patents, specify why and how long this will apply, bearing in mind that research 
data should be made available as soon as possible. 
N/A 
 
 
27. Are the data produced and/or used in the project useable by third parties, in particular after 
the end of the project? If the re-use of some data is restricted, explain why.  
N/A 
 
28. How long is it intended that the data remains re-usable? 
N/A 
 
29. Are data quality assurance processes described? 
N/A 
 
3. ALLOCATION OF RESOURCES 
 
30. Who will be responsible for data management in your project?  
 
 
 
4. DATA SECURITY 
 
31. What provisions are in place for data security (including data recovery as well as secure 
storage and transfer of sensitive data)?  
N/A 
 
32. Is the data safely stored in certified repositories for long term preservation and curation? 
N/A 
 
6. OTHER ISSUES 
 
33. Do you make use of other national/funder/sectorial/departmental procedures for data 
management? If yes, which ones? 
N/A 
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8.4.- NAVER 

  



 
 
 

Project Number 786741 
Project Acronym SMOOTH 
Project title  GDPR Compliance Cloud Platform for Micro Enterprises 
Partner:   NAVER FRANCE_WP3 

 
QUESTIONNAIRE FOR DATA MANAGEMENT PLAN  
 
 
1. DATA SUMMARY 
 
1. What is the purpose of the data collection/generation and its relation to the objectives of the 
project?  
Get real-life examples, which will then be annotated and used as input for machine learning 
models 
 
2. What types and formats of data will the project generate/collect?  
Text documents: privacy policies, consent forms and cookie policies 
 
3. Will you re-use any existing data and how?  
Not sure if beyond the scope of the project 
 
4. What is the origin of the data?  
Micro-enterprise (voluntarily submitted) 
 
5. What is the expected size of the data?  
A few mega-bytes 
 
6. To whom might it be useful ('data utility')? 
SMOOTH project, researchers working on text extraction from legal text as well as privacy 
researchers 
 
2.1 MAKING DATA FINDABLE 
 
7. Are the data produced and/or used in the project discoverable with metadata, identifiable 
and locatable by means of a standard identification mechanism (e.g. persistent and unique 
identifiers such as Digital Object Identifiers)?  
Not planned 
 
8. What naming conventions do you follow?  
To decide 
 
9. Will search keywords be provided that optimize possibilities for re-use? 
Yes 
 
10. Do you provide clear version numbers?  
Yes 
 
11. What metadata will be created? In case metadata standards do not exist in your discipline, 
please outline what type of metadata will be created and how. 



Basic meta-data: company name, URL. The annotations will be released under a standard data-
format (json) 
 
2.2. MAKING DATA OPENLY ACCESSIBLE 
 
12. Which data produced and/or used in the project will be made openly available as the 
default?1  
Annotations of top of the privacy policies 
 
13. How will the data be made accessible (e.g. by deposition in a repository)?  
Deposition in a repository 
 
14. What methods or software tools are needed to access the data?  
Web-connection, json parser 
 
15. Is documentation about the software needed to access the data included? 
It will facilitate it greatly (and will be provided) 
 
16. Is it possible to include the relevant software (e.g. in open source code)? 
To be decided 
 
17. Where will the data and associated metadata, documentation and code be deposited? 
Preference should be given to certified repositories which support open access where possible.  
To be decided 
 
18. If there are restrictions on use, how will access be provided?   
No restrictions 
 
 
19. Are there well described conditions for access (i.e. a machine readable license)?  
no 
 
 
20. How will the identity of the person accessing the data be ascertained? 
No need 
 
 
2.3. MAKING DATA INTEROPERABLE  
 
21. Are the data produced in the project interoperable, that is allowing data exchange and re-
use between researchers, institutions, organisations, countries, etc. (i.e. adhering to standards 
for formats, as much as possible compliant with available (open) software applications, and in 
particular facilitating re-combinations with different datasets from different origins)? 
yes 
 
22. What data and metadata vocabularies, standards or methodologies will you follow to make 
your data interoperable?  

                                                           

1  If certain datasets cannot be shared (or need to be shared under restrictions), explain 

why, clearly separating legal and contractual reasons from voluntary restrictions. 



Json format 
 
23. Will you be using standard vocabularies for all data types present in your data set, to allow 
inter-disciplinary interoperability?  
Yes, as far as is reasonable 
 
24. In case it is unavoidable that you use uncommon or generate project specific ontologies or 
vocabularies, will you provide mappings to more commonly used ontologies?  
To be decided 
 
2.4. INCREASE DATA RE-USE (THROUGH CLARIFYING LICENCES) 
 
25. How will the data be licensed to permit the widest re-use possible?  
Open licence (Creative Commons? To be decided) 
 
26. When will the data be made available for re-use? If an embargo is sought to give time to 
publish or seek patents, specify why and how long this will apply, bearing in mind that research 
data should be made available as soon as possible. 
As soon as it is curated and accompanying paper published 
 
27. Are the data produced and/or used in the project useable by third parties, in particular after 
the end of the project? If the re-use of some data is restricted, explain why.  
yes 
 
28. How long is it intended that the data remains re-usable? 
Indefinite 
 
29. Are data quality assurance processes described? 
yes 
 
3. ALLOCATION OF RESOURCES 
 
30. Who will be responsible for data management in your project?  
Matthias Galle 
 
4. DATA SECURITY 
 
31. What provisions are in place for data security (including data recovery as well as secure 
storage and transfer of sensitive data)?  
NA 
 
32. Is the data safely stored in certified repositories for long term preservation and curation? 
no 
 
6. OTHER ISSUES 
 
33. Do you make use of other national/funder/sectorial/departmental procedures for data 
management? If yes, which ones? 
no 
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8.5.- NEC 

  



 
 
 

Project Number 786741 
Project Acronym SMOOTH 
Project title  GDPR Compliance Cloud Platform for Micro Enterprises 
Partner:   NEC_WP4 

 
QUESTIONNAIRE FOR DATA MANAGEMENT PLAN  
 
 
1. DATA SUMMARY 
 
1. What is the purpose of the data collection/generation and its relation to the objectives of the 
project?  
NEC will need to observe the data in order to understand its structure. Then the data will be 

used to train machine learning algorithms designed specifically for the project. 

Finally, the data will be used to check the performance of our algorithm. 

2. What types and formats of data will the project generate/collect?  
 
The data will be uploaded in the form of CSV, Excel or Mysql. 
 
3. Will you re-use any existing data and how?  
 
We will reuse public datasets like the Spanish census to generate ML models. 
 
4. What is the origin of the data?  
 
The data is coming from MENTs. 
 
5. What is the expected size of the data?  
 
We expect to have files smaller than 5Mbs 
 
6. To whom might it be useful ('data utility')? 
 
The analysis will be helpful to MENTS in order to fulfil the GDPR and to final users, so that MENTs 
will protect better their rights. 
 
2.1 MAKING DATA FINDABLE 
 
7. Are the data produced and/or used in the project discoverable with metadata, identifiable and 
locatable by means of a standard identification mechanism (e.g. persistent and unique identifiers 
such as Digital Object Identifiers)?  
We still don´t know. 
 
8. What naming conventions do you follow?  
 
The data will be stored with the original name, and the origin will be recorded in a database. 
 



9. Will search keywords be provided that optimize possibilities for re-use? 
 
We do not intent to re-use the data, it will be deleted after the project ends. 
 
10. Do you provide clear version numbers?  
 
N.A. 
 
11. What metadata will be created? In case metadata standards do not exist in your discipline, 
please outline what type of metadata will be created and how. 
 
We will generate ML models using the data. 
 
2.2. MAKING DATA OPENLY ACCESSIBLE 
 
12. Which data produced and/or used in the project will be made openly available as the 
default?1  
 
We will not make openly accessible any data. 
 
13. How will the data be made accessible (e.g. by deposition in a repository)?  
 
n.a. 
 
14. What methods or software tools are needed to access the data?  
 
n.a. 
 
15. Is documentation about the software needed to access the data included? 
 
n.a. 
 
16. Is it possible to include the relevant software (e.g. in open source code)? 
 
n.a. 
 
17. Where will the data and associated metadata, documentation and code be deposited? 
Preference should be given to certified repositories which support open access where possible.  
 
N.a. 
 
18. If there are restrictions on use, how will access be provided?   
 
n.a. 
 
 
19. Are there well described conditions for access (i.e. a machine readable license)?  
 
n.a. 

                                                           
1 If certain datasets cannot be shared (or need to be shared under restrictions), explain why, clearly 
separating legal and contractual reasons from voluntary restrictions. 



 
20. How will the identity of the person accessing the data be ascertained? 
 
n.a.a 
 
2.3. MAKING DATA INTEROPERABLE  
 
21. Are the data produced in the project interoperable, that is allowing data exchange and re-
use between researchers, institutions, organisations, countries, etc. (i.e. adhering to standards 
for formats, as much as possible compliant with available (open) software applications, and in 
particular facilitating re-combinations with different datasets from different origins)? 
 
We will not share the data with any third party nor do it interoperable 
 
22. What data and metadata vocabularies, standards or methodologies will you follow to make 
your data interoperable?  
 
n.a. 
 
23. Will you be using standard vocabularies for all data types present in your data set, to allow 
inter-disciplinary interoperability?  
 
n.a. 
 
24. In case it is unavoidable that you use uncommon or generate project specific ontologies or 
vocabularies, will you provide mappings to more commonly used ontologies?  
 
n.a. 
 
 
2.4. INCREASE DATA RE-USE (THROUGH CLARIFYING LICENCES) 
 
25. How will the data be licensed to permit the widest re-use possible?  
 
The data will not be reused. 
 
26. When will the data be made available for re-use? If an embargo is sought to give time to 
publish or seek patents, specify why and how long this will apply, bearing in mind that research 
data should be made available as soon as possible. 
 
n.a. 
 
27. Are the data produced and/or used in the project useable by third parties, in particular after 
the end of the project? If the re-use of some data is restricted, explain why.  
 
N.a. 
28. How long is it intended that the data remains re-usable? 
 
n.a. 
 
29. Are data quality assurance processes described? 
 



n.a. 
 
3. ALLOCATION OF RESOURCES 
 
30. Who will be responsible for data management in your project?  
 
The data will be stored by NEC in secure servers not connected to the internet. 
 
4. DATA SECURITY 
 
31. What provisions are in place for data security (including data recovery as well as secure 
storage and transfer of sensitive data)?  
 
The data will be stored in a server located in a server room only accessible to authorized 
personal, moreover, the server will not be directly connected to the internet.  
 
32. Is the data safely stored in certified repositories for long term preservation and curation? 
 
no 
 
6. OTHER ISSUES 
 
33. Do you make use of other national/funder/sectorial/departmental procedures for data 
management? If yes, which ones? 
 
Yes, we follow the German legislation. 
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Project Number 786741 
Project Acronym SMOOTH 
Project title  GDPR Compliance Cloud Platform for Micro Enterprises 
Partner:   UC3M_WP5 

 
QUESTIONNAIRE FOR DATA MANAGEMENT PLAN  
 
1. DATA SUMMARY 
 
1. What is the purpose of the data collection/generation and its relation to the objectives of the 
project?  
 
From UC3M side we will collect information from third parties with presence in MENTs websites. 
The goal of this task is defined in WP5 and will be used to understand whether users are informed 
of all third parties that may be retrieving personal information in the MENTs website. For 
accomplishing this goal, the output of this task will be merged with the output of WP3. 
 
2. What types and formats of data will the project generate/collect?  
 
This is still under definition and it is part of the D5.1 that will be delivered in M9 (January 2019). 
Initially, the data format will be JSON files.  
 
3. Will you re-use any existing data and how?  
 
Initially, we will create our own database for this project. 
 
4. What is the origin of the data?  
 
The MENTs websites, and the connections that a browser performs when connecting to that 
website. 
 
5. What is the expected size of the data?  
 
We did not make a deep quantification but we can anticipate it will not be an unmanageable size 
of data. We believe it will be in the order of tens of GB and may scale up to some TB. 
 
6. To whom might it be useful ('data utility')? 
 
For SMOOTH platform and consortium itself. Also for MENTs that may not be aware that there 
are third parties collecting personal data in their websites. 
 
2.1 MAKING DATA FINDABLE 
 
7. Are the data produced and/or used in the project discoverable with metadata, identifiable and 
locatable by means of a standard identification mechanism (e.g. persistent and unique identifiers 
such as Digital Object Identifiers)?  
 
 
 



Initially it is not. But we may look in more detail this point as the project moves forward. 
In any case I think this is something that should come from WP6 and the output of the platform 
rather than the individual modules. 
 
8. What naming conventions do you follow?  
 
Not answer. 
 
9. Will search keywords be provided that optimize possibilities for re-use? 
 
Not answer.  
 
10. Do you provide clear version numbers?  
 
Not answer. 
 
11. What metadata will be created? In case metadata standards do not exist in your discipline, 
please outline what type of metadata will be created and how. 
 
Not answer. 
 
2.2. MAKING DATA OPENLY ACCESSIBLE 
 
12. Which data produced and/or used in the project will be made openly available as the 
default?1  
 
It is something that we did not decided yet. Eventually at UC3M we may perform a longitudinal 
study to verify what is the distribution of third parties across MENTs websites to understand 
which companies gets information of users even in low-popular websites. 
 
Again I think this is something to be answer for the full project (maybe some WP could do it 
individually). 
 
13. How will the data be made accessible (e.g. by deposition in a repository)?  
 
If UC3M perform that project the data will be available to download from a UC3M server. The 
format will be either CSV or JSON. 
 
14. What methods or software tools are needed to access the data?  
 
Any software that can read CSV and/or JSON files. It is open source and standard software in 
Computer Science. 
 
15. Is documentation about the software needed to access the data included? 
 
There is no specific software so each user should be aware on how the software the use work. 
 
16. Is it possible to include the relevant software (e.g. in open source code)? 
 

                                                           
1 If certain datasets cannot be shared (or need to be shared under restrictions), explain why, clearly 
separating legal and contractual reasons from voluntary restrictions. 



There exists many open source software to read JSON and CSV files. 
 
17. Where will the data and associated metadata, documentation and code be deposited? 
Preference should be given to certified repositories which support open access where possible.  
 
UC3M repositories. However, we are open to explore further options. 
 
 
18. If there are restrictions on use, how will access be provided?   
 
Initially the data will be publicly available. 
 
19. Are there well described conditions for access (i.e. a machine readable license)?  
 
Yes. 
 
20. How will the identity of the person accessing the data be ascertained? 
This requirement does not apply. 
 
 
2.3. MAKING DATA INTEROPERABLE  
 
21. Are the data produced in the project interoperable, that is allowing data exchange and re-
use between researchers, institutions, organisations, countries, etc. (i.e. adhering to standards 
for formats, as much as possible compliant with available (open) software applications, and in 
particular facilitating re-combinations with different datasets from different origins)? 
 
For UC3M data yes. 
 
22. What data and metadata vocabularies, standards or methodologies will you follow to make 
your data interoperable?  
 
As we said before we did not decide yet but we will use some standard data format like CSV or 
JSON. 
 
23. Will you be using standard vocabularies for all data types present in your data set, to allow 
inter-disciplinary interoperability?  
 
Yes. 
 
24. In case it is unavoidable that you use uncommon or generate project specific ontologies or 
vocabularies, will you provide mappings to more commonly used ontologies?  
 Not answer 
 
 
2.4. INCREASE DATA RE-USE (THROUGH CLARIFYING LICENCES) 
 
25. How will the data be licensed to permit the widest re-use possible?  
 
Not decided yet. 
 



26. When will the data be made available for re-use? If an embargo is sought to give time to 
publish or seek patents, specify why and how long this will apply, bearing in mind that research 
data should be made available as soon as possible. 
 
Not decided yet. Probably once the project is over, or some short-period after that happens. 
 
27. Are the data produced and/or used in the project useable by third parties, in particular after 
the end of the project? If the re-use of some data is restricted, explain why.  
 
From UC3M data it will be useable. 
 
28. How long is it intended that the data remains re-usable? 
 
Not decided yet. 
 
29. Are data quality assurance processes described? 
 
No. 
 
3. ALLOCATION OF RESOURCES 
 
30. Who will be responsible for data management in your project?  
 
 
 
4. DATA SECURITY 
 
31. What provisions are in place for data security (including data recovery as well as secure 
storage and transfer of sensitive data)?  
 
UC3M will neither collect personal nor sensitive data. In any case, UC3M servers are protected 
by the University security infrastructure that is a sophisticated system that includes firewalls and 
a team of human resources constantly monitoring the network for potential incidents.  
 
32. Is the data safely stored in certified repositories for long term preservation and curation? 
 
Yes. 
 
6. OTHER ISSUES 
 
33. Do you make use of other national/funder/sectorial/departmental procedures for data 
management? If yes, which ones? 
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8.6.- FBOX 

  



 
 
 

Project Number 786741 
Project Acronym SMOOTH 
Project title  GDPR Compliance Cloud Platform for Micro Enterprises 
Partner:   FBOX 

 
QUESTIONNAIRE FOR DATA MANAGEMENT PLAN  
 
 
 
1. DATA SUMMARY 
 
1. What is the purpose of the data collection/generation and its relation to the objectives of 
the project?  
 
On the one hand, the data collected will be used to analyse the functional requirements and 
business privacy practices of micro-enterprises. On the other hand, FundingBox Accelerator 
(FBA) will interact directly with the SMOOTH community members in order to collect valuable 
feedback for the validation of the SMOOTH platform.  
 
A specific privacy policy regulates the SMOOTH community.  
https://smooth.fundingbox.com/pages/privacy 
 
 
2. What types and formats of data will the project generate/collect?  
 
Data categories and purposes of processing: 
 
Registering to the Platform: To register to the Platform, Users are requested to provide the 
personal data necessary to create and service their account, namely User’s name and surname, 
email address and password. 
 
These data are required to set up and service the account. Users may optionally provide 
additional information, such as their company’s name, role and biography.  
 
Using the SMOOTH Community: When a User joins the SMOOTH Community, we use User’s 
personal data for communication and dissemination activities related to the Smooth project, 
such as distribution of Smooth newsletter, press releases and events, networking, opinion and 
information exchange.  
 
We may also use the SMOOTH Community to invite Users to get involved in different activities 
of the SMOOTH project, namely research, evaluation, testing and piloting activities. Invitations 
may include: 
 
Request for Users’ feedback to collect the functional requirements for the SMOOTH platform 
and to improve the functionality, operational capacity and market capacity of the SMOOTH 
platform (which is under construction and is a separate service form the FundingBox Platform); 
Managing the Community of Users that will be selected to act as beta-testers for the SMOOTH 
platform and be involved in the testing and piloting phase. 

https://smooth.fundingbox.com/pages/privacy


Participation of Users to the project’s different activities is entirely voluntary and may require 
Users to provide additional types of personal data than those required to join the SMOOTH 
Community. Users may choose not to participate to the project’s activities without any penalty. 
If Users decide to participate, they are free to stop at any time without penalty, by leaving the 
SMOOTH Community and/or FundingBox Platform.  
 
When we publish an invitation/ form/ questionnaire in the Platform, we will inform Users 
about the types of personal data required, the specific purposes of processing in each case and 
other information to ensure they can give informed consent to the processing. 
 
3. Will you re-use any existing data and how?  
 FBOX uses data of users register to the FundingBox Platform for dissemination purposes. FBOX 
sends newsletter and information regarding project ativities. FBOX send such newsletter only 
to the users that agreed to receive such communication. 
 
4. What is the origin of the data?  
The data collected by FUNDINGBOX is provided by the applicants that sign up for the SMOOTH 
pilot. Users register to the Platform voluntarily.  
 
In case  the data is re-used, the origin of the data is the user database of FundingBox platform.  
 
 
5. What is the expected size of the data?  
N/A 
 
 
6. To whom might it be useful ('data utility')? 
Relevant data only with members of the Smooth consortium where they need to have access 
to the data to perform their research and/or dissemination activities related to the project. 
Members of the SMOOTH Consortium are bound by confidentiality requirements in relation to 
the processing of personal data and to implement appropriate technical and organisational 
measures to ensure security of processing. FBA will not share Users data related to their 
registration on the Platform.  
 
2.1 MAKING DATA FINDABLE 
 
7. Are the data produced and/or used in the project discoverable with metadata, identifiable 
and locatable by means of a standard identification mechanism (e.g. persistent and unique 
identifiers such as Digital Object Identifiers)?  
N/A 
 
8. What naming conventions do you follow?  
N/A 
 
9. Will search keywords be provided that optimize possibilities for re-use? 
N/A 
 
10. Do you provide clear version numbers?  
N/A 
11. What metadata will be created? In case metadata standards do not exist in your discipline, 
please outline what type of metadata will be created and how. 
N/A 



 
2.2. MAKING DATA OPENLY ACCESSIBLE 
 
12. Which data produced and/or used in the project will be made openly available as the 
default?1  
N/A 
 
13. How will the data be made accessible (e.g. by deposition in a repository)?  
N/A since we are only analysing applications of candidates for beta testing the platform. Data 
collected within the Platform will not be made accessible unless User do it by itself. 
 
14. What methods or software tools are needed to access the data?  
N/A 
 
15. Is documentation about the software needed to access the data included? 
N/A 
 
16. Is it possible to include the relevant software (e.g. in open source code)? 
N/A 
 
17. Where will the data and associated metadata, documentation and code be deposited? 
Preference should be given to certified repositories which support open access where possible.  
N/A 
 
18. If there are restrictions on use, how will access be provided?   
N/A 
 
 
19. Are there well described conditions for access (i.e. a machine readable license)?  
N/A 
 
 
20. How will the identity of the person accessing the data be ascertained? 
N/A 
 
 
2.3. MAKING DATA INTEROPERABLE  
 
21. Are the data produced in the project interoperable, that is allowing data exchange and re-
use between researchers, institutions, organisations, countries, etc. (i.e. adhering to standards 
for formats, as much as possible compliant with available (open) software applications, and in 
particular facilitating re-combinations with different datasets from different origins)? 
 
We have signed a document with the coordinator-Data Processing Agreement for which we will 
process the data obtained through the application process that will be set up under 
FundingBox platform and the coordinator of the project will controlled the data.  
 
22. What data and metadata vocabularies, standards or methodologies will you follow to make 
your data interoperable?  

                                                           
1 If certain datasets cannot be shared (or need to be shared under restrictions), explain why, clearly 
separating legal and contractual reasons from voluntary restrictions. 



N/A 
 
23. Will you be using standard vocabularies for all data types present in your data set, to allow 
inter-disciplinary interoperability?  
N/A 
 
24. In case it is unavoidable that you use uncommon or generate project specific ontologies or 
vocabularies, will you provide mappings to more commonly used ontologies?  
N/A 
 
 
2.4. INCREASE DATA RE-USE (THROUGH CLARIFYING LICENCES) 
 
25. How will the data be licensed to permit the widest re-use possible?  
N/A 
 
26. When will the data be made available for re-use? If an embargo is sought to give time to 
publish or seek patents, specify why and how long this will apply, bearing in mind that research 
data should be made available as soon as possible. 
N/A 
 
 
27. Are the data produced and/or used in the project useable by third parties, in particular 
after the end of the project? If the re-use of some data is restricted, explain why.  
N/A 
 
28. How long is it intended that the data remains re-usable? 
N/A 
 
29. Are data quality assurance processes described? 
N/A 
 
3. ALLOCATION OF RESOURCES 
 
30. Who will be responsible for data management in your project?  
EUT is data controller, FBOX is data processor of the data generated during the application 
process of beta testers of the platform. FBA is controller of the data collected during 
registration on the Platform. 
 
4. DATA SECURITY 
 
31. What provisions are in place for data security (including data recovery as well as secure 
storage and transfer of sensitive data)?  
 
Eurecat as data controller, FundingBox as data processor and other Smooth partners to which 
personal data may be disclosed have previous experience storing and processing User data. 
They have in place technical and organisational measures to secure processing, such as 
measures to prevent access by unauthorised persons, prevent loss, damage or destruction of 
the personal data. Users’ personal data shall be collected and stored on a secured server. 
Personal data collected within SMOOTH Community will be stored only for the time period 
needed for the purpose of disseminating the project’s activity and getting Users’ feedback 
during the project’s different phases (e.g. functional requirements collection, testing and 



piloting). Any personal data related to the Smooth project will not be retained beyond six 
months after the project ends. 
FundingBox Platform is, and personal data stored are secured such as measures to prevent 
access by unauthorised persons, prevent loss, damage or destruction of the personal data. 
Users’ personal data shall be collected and stored on a secured server. 
 
 
32. Is the data safely stored in certified repositories for long term preservation and curation? 
No  
 
6. OTHER ISSUES 
 
33. Do you make use of other national/funder/sectorial/departmental procedures for data 
management? If yes, which ones? 
N/A 
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8.7.- LSTECH 

 



 
 
 

Project Number 786741 
Project Acronym SMOOTH 
Project title  GDPR Compliance Cloud Platform for Micro Enterprises 
Partner:  LSTECH_WP5 and WP6 

 
QUESTIONNAIRE FOR DATA MANAGEMENT PLAN  
 
1. DATA SUMMARY 
 
1. What is the purpose of the data collection/generation and its relation to the objectives of the 
project?  
 
LSTech is providing the SMONLINE-Advertising module of WP5. In this module the algorithm is 
collecting information from various websites related to the advertisements shown on these 
websites. This information includes data like the landing URL of an advertisement or the 
advertiser that placed this ad in the website. These data are needed in order to check if the 
advertisers place targeted advertisements to the websites.  
 
LSTech also will host in its cloud infrastructure (google cloud) the applications and the data from 
the modules that will be developed in the technical work packages. Thus the purpose of these 
data are explained in the DMP of the respective partners.  
 
2. What types and formats of data will the project generate/collect?  
 
Data for the SMONLINE-Advertising module are text data.  
 
3. Will you re-use any existing data and how?  
 
SMONLINE-Advertising module will not re-use existing data.  
 
4. What is the origin of the data?  
 
For the SMONLINE-Advertising module: Advertisements placed in various webpages, including 
MENT’s website and the connections that a browser performs when connecting to these 
websites. 
 
5. What is the expected size of the data?  
 
We believe it will be in the order of tens of GB and may scale up to some TB. Our storage model 
is extensible and old data deletion is possible. 
 
6. To whom might it be useful ('data utility')? 
 
For SMOOTH platform and Consortium, itself. Also for MENTs that may not be aware that there 
are third parties collecting personal data in their websites. 
 
2.1 MAKING DATA FINDABLE 
 



7. Are the data produced and/or used in the project discoverable with metadata, identifiable and 
locatable by means of a standard identification mechanism (e.g. persistent and unique identifiers 
such as Digital Object Identifiers)?  
 
No 
 
8. What naming conventions do you follow?  
 
N/A. 
 
9. Will search keywords be provided that optimize possibilities for re-use? 
 
N/A  
 
10. Do you provide clear version numbers?  
 
N/A 
 
11. What metadata will be created? In case metadata standards do not exist in your discipline, 
please outline what type of metadata will be created and how. 
 
N/A. 
 
2.2. MAKING DATA OPENLY ACCESSIBLE 
 
12. Which data produced and/or used in the project will be made openly available as the 
default?1  
 
No data from SMONLINE-Advertisement will be openly available. 
 
13. How will the data be made accessible (e.g. by deposition in a repository)?  
 
Only through the reports to the MENT’s.  
 
14. What methods or software tools are needed to access the data?  
 
N/A. 
 
15. Is documentation about the software needed to access the data included? 
 
N/A 
 
16. Is it possible to include the relevant software (e.g. in open source code)? 
 
N/A. 
 
17. Where will the data and associated metadata, documentation and code be deposited? 
Preference should be given to certified repositories which support open access where possible.  
 

                                                           
1 If certain datasets cannot be shared (or need to be shared under restrictions), explain why, clearly 
separating legal and contractual reasons from voluntary restrictions. 



LSTech Google Cloud. 
 
18. If there are restrictions on use, how will access be provided?   
 
N/A. 
 
19. Are there well described conditions for access (i.e. a machine readable license)?  
 
N/A. 
 
20. How will the identity of the person accessing the data be ascertained? 
 
N/A 
 
2.3. MAKING DATA INTEROPERABLE  
 
21. Are the data produced in the project interoperable, that is allowing data exchange and re-
use between researchers, institutions, organisations, countries, etc. (i.e. adhering to standards 
for formats, as much as possible compliant with available (open) software applications, and in 
particular facilitating re-combinations with different datasets from different origins)? 
 
N/A.  
 
22. What data and metadata vocabularies, standards or methodologies will you follow to make 
your data interoperable?  
 
N/A. 
 
23. Will you be using standard vocabularies for all data types present in your data set, to allow 
inter-disciplinary interoperability?  
 
No 
 
24. In case it is unavoidable that you use uncommon or generate project specific ontologies or 
vocabularies, will you provide mappings to more commonly used ontologies?  
 
No 
 
 
2.4. INCREASE DATA RE-USE (THROUGH CLARIFYING LICENCES) 
 
25. How will the data be licensed to permit the widest re-use possible?  
 
 
N/A. 
 
26. When will the data be made available for re-use? If an embargo is sought to give time to 
publish or seek patents, specify why and how long this will apply, bearing in mind that research 
data should be made available as soon as possible. 
 
N/A 
 



27. Are the data produced and/or used in the project useable by third parties, in particular after 
the end of the project? If the re-use of some data is restricted, explain why.  
 
No. Data that are created/ extracted by the SMONLINE-Advertising module are not re-usable 
since they are based only on current state of the visited websites and advertisements that are 
shown in them. It may be the case where moments after our experiments these data changes 
and may produce a different outcome. 
 
28. How long is it intended that the data remains re-usable? 
 
N/A. 
 
29. Are data quality assurance processes described? 
 
N/A. 
 
3. ALLOCATION OF RESOURCES 
 
30. Who will be responsible for data management in your project?  
 
Evangelos Kotsifakos 
 
4. DATA SECURITY 
 
31. What provisions are in place for data security (including data recovery as well as secure 
storage and transfer of sensitive data)?  
 
LST is using Google Cloud to store any data. Google infrastructure and servers are secure and 
Google provides tools that can be used to ensure data security. Availability, backup, monitoring 
and encryption are available. Moreover, we do not collect, store or transfer any sensitive data. 
 
32. Is the data safely stored in certified repositories for long term preservation and curation? 
 
Yes. 
 
6. OTHER ISSUES 
 
33. Do you make use of other national/funder/sectorial/departmental procedures for data 
management? If yes, which ones? 
 
No. 
 

 


