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1.- Introduction
1.1.- Entry Questionnaire background
SMOOTH platform aims to provide a self-assessment tool based in a questionnaire containing the
full set of GDPR requirements impacting MEnts. SMOOTH is developing advanced technologies for
automatically assess compliance of the following GDPR aspects:
-

Automated compliance assessment of GDPR documents, Inform of Consent, Privacy Policy
and Cookie policy: Article 7 (consent), Articles 12-14 (information)
Automated analysis of personal data storage: Article 5 (1) and principles of data
minimisation and storage limitation
Automated analysis of personal data collection and exploitation from websites and mobile
apps: Article 7 (consent), and e-Privacy Directive cookies provision (Article 5 (3))

The entry questionnaire covers legal aspects and contextual elements useful to improve the
performance of the technical algorithms and software.
The platform requires MEnts using the platform to fill in the questionnaire during the
registration/subscription process. They will be asked to provide contextual information regarding
their business, the personal information collected from customers, providers and employees, the
current implemented mechanisms for the management of personal data (if any), etc. This
questionnaire has been developed using as a reference the "RGDP Facilita" tool from AEPD. EUT,
who previously has developed the tool for innovation self-assessment is the technology partner in
charge of the software implementation.
The entry questionnaire has been developed by a multidisciplinary team:
(i)
(ii)
(iii)
(iv)

KUL, AEPD, DVI for giving the appropriate GDPR expertise
ESBA, FBOX for defining the necessities of small businesses and for adapting the
language used to make it simpler for non-privacy experts.
EUT for the experience in human computer interaction and for designing this type of
questionnaires
EUT, UC3M, IMDEA, NEC, NAVER, LSTECH for defining the elements that should be
included in the questionnaire to optimize the performance of SMOOTH technological
modules.

The user will just need to fill in an entry questionnaire that will use simple questions with simple
language that does not require any legal or data protection expertise.
The current deliverable (D2.2) is a First version of the entry questionnaire, it is planned to deliver a
Final version of the entry questionnaire to be used in SMOOTH platform at month 18 (D2.3), once
the results of the interactive pilots will be analysed and the potential improvements will be
implemented.

1.2.- Glossary entry questionnaire
After an extensive analysis of each of the legal articles contemplated by the GDPR (see D2.1 Annex
II Table of Smooth Platform legal requirements), and based on the results of the online quiz

launched during the first months of the project, the SMOOTH Consortium has structured a
questionnaire in the form of blocks. Each block refers to different processing operations aiming to
identify if the MEnt has put in place mechanisms or protocols to guarantee the subjects’ (customers,
providers, employees) rights to be compliant with the GDPR.
The table below represents terminology used within the questions of the entry questionnaire, which
we believe could require some further clarification. The definitions will be implemented in the entry
questionnaire. When the notions in the table below are used in the entry questionnaire, they will
somehow be marked in order for the user to see that there is the possibility to receive more
information on what exactly is meant by that term. The idea is that the user will be able to hover
his or her cursor over the word, causing the explanation to pop up.

Customers or clients

Customers or clients refers to those people
with whom MEnt have a business relationship.

Data breach

A data breach is a security incident in which
personal data is copied, transmitted, viewed,
stolen or used by an individual unauthorized to
do so.

Data processor

A data processor is a person or an organisation
processing personal data on behalf of, and
solely as instructed by, a controller. E.g.
suppliers, social secretariats, accountants, ICTproviders, marketing support, etc.

Data retention policy

A policy in which you define how long you will
keep each type of data and the length of
retention is being justified.

Hash of the APK

Android Package (APK) is the package file
format used by the Android operating system
for distribution and installation of mobile apps
and middleware.

Information society service

Any service normally
provided
for
remuneration, at a distance, by means of
electronic equipment for the processing and
storage of data, and at the individual request of
a recipient of a service (e.g. commercial
websites, social media).

Legal grounds

Article 6 of the GDPR exhaustively lists the
grounds based on which the processing of
personal data could be justified (consent,
necessary for a contract or the performance
thereof, legal obligation, to protect someone’s

vital interests, task in the public interest,
legitimate interest).
Legitimate interest assessment

An assessment of the necessity of your
processing, its impact on individuals' rights and
interests and whether the rights and freedoms
of individuals override your company's
legitimate interests.

Micro-enterprise

Companies with less than 10 employees and an
annual turnover of no more than €2 million.

Password policy

A policy that requires each person to have its
own account and password to access devices or
software, requires people to change this
password regularly, requires passwords to meet
certain standards, etc.

Special categories of data

Data on racial or ethnic origin, political
opinions, religious or philosophical beliefs,
trade union membership, genetic data,
biometric data for the purpose of uniquely
identifying a natural person, health data, data
on sex life or sexual orientation (=sensitive
data) or criminal offence data

1.3.- Objectives of the Entry Questionnaire
The GDPR articles and principles have been compiled into an inventory of the questions that MENTs
should answer so that the technical modules are able to analyse if their management processes are
complying with the European regulation. The questions have been structured in the following
dimensions:
1. General business info
2. Processing customer personal data
3. Processing employee personal data
4. Processing supplier personal data
5. Website and mobile app
6. Lawful, fair, transparency
7. Data minimisation
8. ICT Security
9. Data Subject’s Rights
10. Other GDPR requirements

2.- SMOOTH Entry Questionnaire Schema
For each of the dimensions a set of questions will be displayed. Some of the questions may link to
other questions in another dimensions. The network of connected queries and the logic behind
each question can be seen in the tables that follow this section, the dynamic questionnaire will
display or hide relevant questions based on user’s previous answers. Some of the words indicated
in green will need further clarification and an explanation will pop-up by hovering the cursor over
the word.
Dimension ID

Questions

1 General
business info

1.1. Does your company operate:
1.2 In which EU Member State(s) does your company operate?
1.3 Is your company a micro-enterprise?
1.4 In which sector does your company operate?
1.5 What file formats do you use to store personal data?
2.1. Does your company collect, store or process in any other way personal data from (potential)
customers?
2.1.1. Which types of personal data does your company collect from (potential) customers or clients?
2.1.2 Where did your company get the personal data from?
2.1.3 Why does your company process that personal data?
2.1.3.1 According to the GDPR, companies need to have a 'legal ground' to process personal data. On
which of the following legal grounds does your company base its processing activities for 'other
interests'?
2.1.3.1.1 Before or upon asking consent, do you inform your (potential) customers about what exactly
they are consenting to?
2.1.3.1.1.1 How do you provide this information and ask for consent?
2.1.3.1.1.1.1 Please upload your informed consent form(s) and indicate in which language the
document is written.
2.1.3.1.2 Do you use pre-ticked boxes or any other form of pre-filled consent, or do (potential)
customers give consent through an affirmative action (opt-in)?
2.1.3.1.3 Does your company provide the possibility to consent separately to different purposes and
types of processing?
"2.1.3.1.4 Are your (potential) clients able to withdraw or refuse consent in practice and at any time,
without facing any negative consequences (e.g. costs)?
2.1.3.1.5 Do you have age-verification and parental consent measures in place?
2.1.3.1.6 Have you carried out a legitimate interest assessment before the start of the processing
activities?
2.1.4 Does your company share any of this personal data with other people or entities?

2 Processing
customer personal
data

Dimension ID

Questions

3 Processing
employee
personal data

3.1. Does your company collect, store or process in any way personal data of its employees or job
applicants?
3.1.1 What type of personal data does your company collect of its employees or job applicants?
3.1.2 Where did your company get the personal data from?
3.1.3 Why does your company need this data?
3.1.3.1 According to the GDPR, companies need to have a 'legal basis' to process personal data,
including of their employees. On which of the following legal grounds does your company base its
processing activities for 'other interests'?
3.1.3.1.1 (Link to Block 2 Q2.1.3.1.1 - 2.1.3.1.5 )
3.1.3.1.2 (Link to 2.1.3.1.6)
3.1.4 Does your company share any of this personal data with other people or entities?
4 4.1 Does your company process personal data of suppliers or third-party contractors (natural
persons)?
4.1.1 What type of personal data does your company collect for its suppliers or third partycontractors?
4.1.2 Why does your company need to process the data of its suppliers or third party contractors?
4.1.2.1 According to the GDPR, companies need to have a 'legal basis' to process personal data,
including of their suppliers. In which of the following lawful grounds does your company base its
processing activities for 'other interests'?
4.1.2.1.1 (Link to Block 2 Q2.1.3.1.1 - 2.1.3.1.5)
4.1.2.1.2 (Link to 2.1.3.1.6)
4.1.3 Does your company share any of this personal data with other people or entities?
5.1 Do you have a company website and/or mobile application related to your business?
5.1.1 Please provide the URL to your website
5.1.2 Does your website use cookies or other identifiers?
5.1.2.1 Do you make website visitors aware of the use of cookies or other identifiers by using a cookie
banner?
5.1.2.2 Do you have a cookie notice in place?
5.1.2.2.1 Please provide us with your cookie notice and indicate which language the document is
written in.
5.1.2.3 Do you ask consent before placing cookies on the user's terminal?
5.1.2.4 Do visitors get the chance to refuse and - at a later stage - opt-out of the use of cookies?
"5.1.3 For the mobile application, please upload the android package (apk) file
Optional (to verify that the correct version is tested): provide a hash of the apk
N.B. if the application works with user-accounts, we will need a dummy account (i.e. username and
password NOT related to a real user) to test the application."
5.1.4 Does your mobile app collect, store or process in any other way personal data of its users?
6.1 Does your company have a privacy policy in place?
6.1.1 Please upload your privacy policy in 'txt.' or 'docx.' (not pdf!) and indicate the language the
document is written in
7.1 Does your company only collect the personal data it actually needs to reach its processing
purpose(s)?
7.2 Do you periodically review the data you hold and delete/anonymise the data you no longer need?
"7.3 Do you have appropriate
processes in place to check and maintain the accuracy of the data you collect (such as asking
individuals to confirm the correctness of their email addresses, by clicking on a link they receive by
email or requiring the concerned persons to
review their details
every X year?)? "
7.4 Does your company know what personal data it holds and does it have an appropriate data
retention policy in place?

4 Processing
supplier personal
data

5 Website and
mobile app

6 Lawful, fair,
transparency
7 Data
minimisation

Dimension ID

Questions

8 ICT Security

"8.1 Can every person who works in your company
access most of the ICT environment? "
8.2 Are your devices (computers, laptops, smart devices, routers, printers, etc) and ICT-environment
password protected and do you have a "password policy" in place?
8.3 Do you have internal security and data policies that you communicate to your employees to
ensure that they treat your ICT-environment and personal data in a secure way?
8.4 Are your devices (computers, laptops, smart devices, etc.) and portable storage devices
encrypted?
"8.5 Do you log access to your ICT environment
and to personal data? "
8.6 Is access to your offices secured by an entry system that also keeps track of who is present in the
building and who is not?
8.7 Do you back-up your systems?
8.7.1 Do you store your back-ups at a different location that cannot be directly affected if your main
environment gets infected or hacked or if your ICT-environment would be physically damaged?
9.1 Under the GDPR, companies are obliged to grant individuals certain rights regarding the
processing of their personal data. Which of the following requests do you know how to recognise and
to ensure?

9 Data Subject’s
Rights

9.1.1 Is your company able to address data subject's requests (in principle) free of charge and within
the one-month deadline provided in the GDPR (unless an extended deadline is justified)?
9.1.2 When carrying out a request, are you able to filter out information concerning other persons to
ensure that the rights and freedoms of other persons are not affected?
10 Other GDPR
requirements

10.1 Do you keep evidence/documents of all the steps you take to comply with the GDPR?
10.2 Do you have a register of your processing activities?
10.2.1 Which of the following information does your company record in the register of processing
activities?
13.3 Does your company rely on people or organisations (data processor) outside of the company for
(certain) data processing activities?
10.3.1 Does your company conclude written agreements (data processing agreements) regulating the
processing activities with data processors, prior to the processing?
10.4 Do you have processes in place to immediately identify personal data breaches and to notify
your data protection supervisory authority?

2.- Smooth Compilation of questions
2.2.- General business info
Block

Questions

Rationale

Dependencies

Subquestions

This questions is to confirm
the applicability of the GDPR.
1

1

1

1.1. Does your company
operate:

If C, the GDPR will not be
applicable and the entry
questionnaire should stop.

This way we can include some
specific details in the
compliance report regarding
1.2 In which EU
the particularities of each
Member State(s) does
country, e.g. with regard to
your company operate?
parental consent for
information society services
offered to children.
If B, inform by a warning
message to the company that
SMOOTH's research focus is on
1.3 Is your company a
micro-enterprises so the
micro-enterprise?
platform is not tailor-made for
them but they can still
continue filling in the EQ as it
could be a useful indicator.

N/A

N/A

Values (Question choices)
A) Within the EU
B) Outside the EU, but we offer goods or
services to individuals in the EU or monitor
the (online) behaviour of individuals in the
EU
C) None of the above

N/A

N/A

Answer box where they can type in a few
letters and then one or more suggestions
are given. If more than 1 country they
should be given the opportunity to add
multiple countries.

N/A

N/A

A) Yes
B) No

Values (Second
level)

Knowing the sector is relevant
to give an idea on the kind of
data, sensitivity of data, deep
learning etc.
1

1

1.4 In which sector
does your company
operate?

1.5 What file formats
do you use to store
personal data?

Companies operating in
sectors entailing complicated
processing (A-H) could be
alerted that the SMOOTH tool
is built for companies involved
in low-risk processing, so may
not be fully suitable for them.

N/A

N/A

A) Health care
B) Finance & insurance
C) Schools, day care, toy store etc.
D) Political organisation, trade union or
religious organisations
E) Advocacy group
F) Advertising and marketing
G) Software and tech
H) Legal services
I) Other

N/A

A) Paper records
B) Electronic copy of paper records (e.g.
pdf files or similar)
C) Excel
D) Database
D1) MySQL
D2) Access
D3) Oracle
D4) Other
--> answer box to manually type
which database
F) Commercial software
--> answer box to manually type
which software
I) Other
--> answer box to manually type the
format

Useful for WP4.
If A or B, it cannot be
analysed.

N/A

2.3.- Processing Customer personal data
Block

Questions

2

2.1. Does your
company
collect, store
or process in
any other way
personal data
from
(potential)
customers?

Rationale

If B, go straight to Block 3

Dependen
cies

N/A

WP4 will double check if the indicated answers are
complete and correct.

2

2.1.1. Which
types of
personal data
does your
company
collect from
(potential)
customers or
clients?

Linked with contextual information on the purposes of
processing, it may give insights on compliance with the
data minimisation principle.
Link with 2.1.3.2 if answer D or F
+ a warning message that the tool is not tailor-made for
2.1
companies processing special categories of data, yet it can
be a useful indication.
2.1 == A
+ the compliance report should entail sections on the
necessity of a specific legal basis under article 9.2 GDPR,
the need to check national law and the need to implement
very strong security. WP3 could check whether the
companies’ policies hold any mention of sensitive data
processing and a separate justification ground.
If E, the compliance report will mention some attention

Sub
questions

2.1.1 - 2.1.4

Values

A) Yes
B) No

A) Contact information (name,
(email)address, tel nr., etc.)
B) Other identification data, such as
ID nr, SSN
C) Data regarding personal
characteristics (nationality, marital
status, data of birth, age, gender,
etc.)
D) Data on political or religious
opinions, ethnicity or sexual
orientation
E) (video) images
F) Information about health,
disabilities, genetics or biometric
data
G) Payment and billing details
H) Financial information
I) Academic or professional data
J) Information about criminal

points concerning video surveillance.

offences or convictions or
certificate of good conduct
K) Information about someone's
real-time location (e.g. gps tracker
in cars, use of gps function in a
smart device used by employees or
customers or detailed reports in
which employees note where they
are at which moment)
L) Electronic identification data
such as IP addresses or data
gathered via cookie identifiers
M) Data related to children
N) Other

We will provide a list of which personal data is acceptable
to be collected for both groups. (Potentially connected to
the business sector answered under block 1) If WP4 and/or
the questionnaire detects other data, this breaches the
data minimisation principle and the compliance report
should mention this and the specificities for potential
clients.

This list should be shown twice at
the same time, next to each other.
One for actual customers and one
for potential customers. This way
we can test data minimisation.

2

2.1.2 Where
did your
company get
the personal
data from?

If A or B, WP3 will check whether the privacy policies
include all the information necessary under art. 13 GDPR.
If C, WP 3 should check whether the privacy policies
include all the information necessary under art. 14 GDPR.
If this is not the case, the compliance report will indicate
what information is missing.

2.1
2.1 == A

N/A

A) Directly from the individuals
B) Indirectly from the individuals,
such as through their use of the
electronic entrance system, the use
of computers, gps tracking in cars,
etc.
C) From third parties such as
marketing agencies

With this question the company is asked to indicate the
purposes of processing - this information should be crosschecked with the information on purposes identified in
WP3 - analysis of MEnts privacy policies.
If A, the compliance report should mention that where
MEnts process personal data on the basis of 'contract',
they are only allowed to process data that are necessary
for the contract's performance.

2

2

2.1.3 Why does
(If A, B or C: purpose = legal basis)
your company
process that
If D, an extra list of answers should pop up below D.
personal data?

A) To conclude or perform a
contract (e.g. for negotiating, for
delivering goods, for invoicing…)
B) To comply with a legal obligation
C) To carry out a task in the public
interest
D) To pursue another interest

2.1
2.1 == A

2.1.3.1
2.1
2.1 ==A

In any case, the compliance report should mention the
purpose limitation principle: companies need to identify
2.1.3
and document the concrete purposes of each of their
2.1.3 == D
processing activities and that if the company plans to use
personal data for another purpose than the purpose that
was originally identified, it needs to check if that purpose is
compatible with the original purpose of data collection.
Some guidelines to assess purpose compatibility could be
included.
2.1.3.1
If A, the compliance report should note that companies
According to
should be able to prove when, how and on what exactly
the GDPR,
consent was given by the (potential) customer.
2.1
companies
2.1 == A
need to have a If A & if Q2.1.1 was answered by D or F the compliance
'legal ground' report should mention that when companies process
2.1.3
to process
special categories of data on the basis of consent, they
2.1.3 == D
personal data. need to obtain explicit consent before the start of
On which of
processing + WP3 could analyse MEnts’ consent forms (if

2.1.3.1.1 2.1.3.1.6

A) Marketing
B) Keeping statistics
C) Maintaining the security of
your IT-system
D) Maintaining the security of
your company and premises in
general (e.g. access controls)
E) Post-sales service and loyalty
F) Other

A) We obtained consent from the
(potential) customers concerned
B) We process the personal data
because our company has a
legitimate interest in the
processing. (Such an interest refers
to the broader stake that your
company as a controller may have
in the processing, or the benefit

the following
legal grounds
does your
company base
its processing
activities for
'other
interests'?

2

2

present) to identify any mention of sensitive data
processing and the presence of an explicit statement for
consent.
If B the compliance report should stress the importance of
the right to object to the processing
The compliance report should mention the necessity of
identifying and documenting separate legal bases for every
distinct processing activity.

2.1.3.1.1
Before or upon
asking consent,
do you inform
your
If B, the compliance report should alert the MEnt: consent
(potential)
should always be informed. The information that should be
customers
provided, will be listed.
about what
exactly they
are consenting
to?
This is important for WP3.
2.1.3.1.1.1
How do you
provide this
information
and ask for
consent?

that your company - or society might derive from the processing)

If B, if consent is asked as part of a written document that
also concerns other matters (e.g. contract, terms and
conditions), WP3 could assess whether the information on
consent figures prominently in the document and is
separate from information relating to other matters (e.g.
conditions for returning a product, liability).
If C or D, the compliance report should mention that even
though the GDPR does not require the provision of

2.1
2.1 == A
2.1.3
2.1.3 == D

2.1.3.1.1.1

A) Yes
B) No

2.1.3.1.1.1.1.
1

A) In a separate document
dedicated to obtaining consent
(informed consent form)
B) In a document also holding other
information (e.g. privacy policy)
C) Orally
D) Other

2.1.3.1
2.1.3.1 ==
A

2.1
2.1 == A
2.1.3
2.1.3 == D
2.1.3.1
2.1.3.1 ==
A

information in writing, it is better to do so with regard to
the accountability requirements in the GDPR (e.g. MEnts
will have to be able to prove that, how and when consent
was obtained).

2.1.3.1.1
2.1.3.1.1
== A

2.1
2.1 == A

2

2.1.3.1.1.1.1
Please upload
your informed
consent
form(s) and
indicate in
which
language the
document is
written.

An upload tool will appear so the user can upload the
company's informed consent form(s) for WP3 to work: it
will look whether all the necessary information is present.
The SMOOTH tools developed in WP3 also assess the
clarity and simplicity of the language used in consent
forms.
A drop down menu should be added to indicate the
language of the document.

2.1.3
2.1.3 == D
2.1.3.2
2.1.3.2 ==
A

Upload tool
+ Indicate language of the
document

2.1.3.2.1
2.1.3.2.1
== A
2.1.3.1.1.1
2.1.3.1.1.1
== A

2

2.1.3.1.2 Do
you use preticked boxes or
any other form
of pre-filled
The tools in WP3 should double check this, if possible.
consent, or do
(potential)
customers give
consent

2.1
2.1 == A
2.1.3
2.1.3 == D
2.1.3.1
2.1.3.1 ==
A

A) We use pre-ticked boxes or
other forms of pre-written consent
B) The (potential) customer only
gives consent through an
affirmative action (opt-in)

through an
affirmative
action (opt-in)?

2

2

2.1.3.1.3 Does
your company
provide the
possibility to
consent
separately to
different
purposes and
types of
processing?
2.1.3.1.4 Are
your
(potential)
clients able to
withdraw or
refuse consent
in practice and
at any time,
without facing
any negative

The tools developed in WP3 could identify the bundling of
purposes in informed consent forms. It could cross-check
whether it can detect more than one processing activity
being mentioned and whether the same number of
options to give consent are provided. If not, there could be
a warning in the compliance report regarding freely given
consent.
The compliance report should make mention of tying
consent to the execution of a contract or service. The
compliance report should alert it on the difference
between ‘consent’ and ‘contract’ as lawful bases.
WP3 will assess whether MEnts' consent forms include
information on the right to withdraw consent and how to
exercise this right (e.g. contact details for sending
requests).

2.1
2.1 == A
2.1.3
2.1.3 == D
2.1.3.2
2.1.3.2 ==
A

A) Yes
B) No, my company requires
individuals to consent to a bundle
of purposes at once

2.1
2.1 == A
2.1.3
2.1.3 == D

If A but the WP3 assessment shows this is not the case, the
MEnt will be made aware of this inconsistency within the
2.1.3.1
compliance report and information will be provided on the
2.1.3.1 ==
necessity of the right to withdraw or refuse consent. Also,
A
the obligatory absence of negative consequences will be

A) Yes
B) No

consequences
(e.g. costs)?

2

2

explained.

If B, information will be provided on the necessity of the
right to withdraw or refuse consent. Also, the obligatory
absence of negative consequences will be explained.
If A or B, link to Q1.2 (countries in which the MEnt is
2.1
active): the compliance report should provide the
2.1.3.1.5 Do
2.1 == A
minimum age for consent to information society services in
you have agethat particular country.
verification
2.1.3
and parental
2.1.3 == D
If C, this should not be mentioned in the compliance
consent
report.
measures in
2.1.3.1
place?
2.1.3.1 ==
Idea: we could add a link under c to provide a table with
A
the minimum age for consent per MS
2.1.3.1.6 Have
2.1
you carried out
2.1 == A
a legitimate
interest
2.1.3
In both cases, the compliance report could contain a link to
assessment
2.1.3 == D
article 29 WP Guidelines and/or ICO LIA Guidelines.
before the
start of the
2.1.3.1
processing
2.1.3.1 ==
activities?
B

A) Yes
B) No
C) My company does not offer
information society services of
which children below the age of 16
(or other age established under
your Member State's national law)
are a critical audience.

A) Yes
B) No

2

2.1.4 Does
your company
share any of
The compliance report should mention that for sharing
2.1
this personal
data with third parties, a legal ground needs to be present. 2.1 == A
data with other
people or
entities?

N/A

A) Yes, because we have a legal
obligation to do so, such as with
government and official authorities
(e.g. tax authorities, social security
administration) or with financial
entities or law enforcement
agencies.
B) Yes, with service providers, such
as our social secretariat,
accountant, administrative support,
IT service provider etc.
C) Yes, with banks or other financial
entities
D) Yes, with others who may use
this data for their own purposes
(e.g. for marketing or for reselling
the data)
E) Others
F) No, we do not share personal
data with anyone

2.4.- Processing employee personal data
Block

Questions

Rationale

Dependencies

Sub
questions

Values

3

3.1. Does
your
company
collect, store
or process in
any way
personal
data of its
employees or
job
applicants?

If the MEnt answers no, go straight to Block 4
(Q4.1)
If answer A, the compliance report should mention
that if (potential) employees' data is received from
an employment agency, the micro-enterprise should
mention this in its privacy policy.

N/A

3.1.1 3.1.4

A) Yes
B) No

N/A

A) Contact information (name,
(email)address, tel nr., etc.)
B) Other identification data, such as ID nr,
SSN
C) Personal characteristics (nationality,
marital status, data of birth, age, gender,
etc.)
D) Political or religious opinion, ethnicity,
sexual orientation
E) (video) images
F) Information about health, disabilities,
genetics or biometric data
G) Payment and billing details
H) Financial information such as bank
details, revenue etc.
I) Academic or professional data
J) Information about criminal
offences/prosecution, certificate of good
conduct
K) Information about the locations where
someone is at specific moments, such as

WP4 will double check if the indicated answers are
complete and correct.

3

3.1.1 What
type of
personal
data does
your
company
collect of its
employees or
job
applicants?

Linked with contextual information on the purposes
of processing, it may give insights on compliance with
the data minimisation principle.
Link with 3.1.3.2 if answer D or F + a warning
message that the tool is not tailor-made for
companies processing special categories of data, yet
3.1
it can be a useful indication
3.1 == A
+ the compliance report should entail sections on
the necessity of a specific legal basis under article 9.2
GDPR, the need to check national law and the need
to implement very strong security.WP3 could check
whether the companies policies hold any mention of
sensitive data processing and a separate justification
ground.
If E, the compliance report will mention some
attention points concerning video surveillance.

through fleet control (gps tracker in cars),
through the use of the gps function in a
smart device used by your employees or
customers or through detailed reports in
which your employees note where they are
at which moment
L) Electronic identification data such as IP
addresses or data gathered via cookie
identifiers
M) Data related to children
N) Other

We will provide a list of which personal data is
acceptable to be collected for both groups
(potentially connected to the business sector under
block 1). If WP4 and/or the questionnaire detects
other data, this breaches the data minimisation
principle and the compliance report should mention
this and the specificities for job applicants.

This list should be shown twice at the
same time, next to each other. One for
actual employees and one for job
applicants. This way we can test data
minimisation.
If A or B, WP3 will check whether the privacy policies
include all the information necessary under art. 13
GDPR.

2

3.1.2 Where
did your
If C, WP 3 should check whether the privacy policies
company get
include all the information necessary under art. 14
the personal
GDPR.
data from?

3.1
3.1 == A

N/A

A) Directly from the individuals
B) Indirectly from the individuals, such as
through their use of the electronic
entrance system, the use of computers, gps
tracking in cars, etc.
C) From third parties such as employment
agencies, online government

3.1.3.1

A) For the performance of a contract
(including payment)
B) To comply with a legal obligation (e.g.
report salary data of employees to social

If this is not the case, the compliance report will
indicate what information is missing.

2

3.1.3 Why
does your
company

If A, the compliance report should mention that
where MEnts process personal data on the basis of
'contract', they are only allowed to process dta that

3.1
3.1 == A

need this
data?

are necessary for the contract's performance.

3.1
3.1 == A

(If A, B or C: purpose = legal basis)
3.1.3
3.1.3 == D
If D, an extra list of answers should pop up below D.

security or
tax authorities)
C) To carry out a task in the public interest
D) To pursue another interest
A) Employee monitoring for safety or
management purposes
B) Keeping statistics
C) Maintaining the security of your IT
systems
D) Maintaining the security of your
company/premises in general (e.g. access
controls)
E) Other

3

3.1.3.1
According to
the GDPR,
companies
need to have
a 'legal basis'
to process
personal
data,
including of
their
employees.
On which of
the following
legal grounds
does your
company
base its
processing
activities for
'other
interests'?

If A, link to Block 2 Q2.1.3.1.1 - 2.1.3.1.5
If D, link to Block 2 Q2.1.3.1.6

If A & if Q3.1.1 was answered by D and F the
compliance report should mention that when
companies process special categories of data on the
basis of consent, they need to obtain explicit consent
before the start of processing. + WP3 could analyse
MEnts’ consent forms (if present) to identify any
mention of sensitive data processing and the
presence of an explicit statement for consent.
If B the compliance report should stress the
importance of the right to object to the processing.

3.1
3.1 == A
3.1.3
3.1.3 == D

3.1.3.1.13.1.3.1.2

A) We ask our employees consent to
process their personal data
B) We process employees data to be able
to perform our contract with them
(including payments)
C) We process employees data because we
are obliged to do so by law
D) We process employees personal data
because our company has a legitimate
interest in the processing
E) Other

3

3.1.3.1.1
(Link to
Block 2
Q2.1.3.1.1 2.1.3.1.5 )

For the compliance report, answer A to question
3.1.3.1 should trigger a mention of the meaning of
free consent in the employer-employee relationship.
The compliance report could alert that consent may
not be the most appropriate legal basis because of
the imbalance of power in the employment context
and suggest considering the use of alternative legal
bases, such as contract, legal obligation or legitimate
interest.

3.1
3.1 == A
3.1.3
3.1.3 == D

N/A

3.1.3.1
3.1.3.1 == A
3.1
3.1 == A

3

3.1.3.1.2
(Link to
2.1.3.1.6)

If 3.1.3.1 == D, link to Block 2 Q2.1.3.1.6

3.1.3
3.1.3 == D

N/A

3.1.3.1
3.1.3.1 == D

3

3.1.4 Does
your
company
The compliance report should mention that for
share any of
sharing data with third parties, a legal ground needs
this personal
to be present.
data with
other people
or entities?

3.1
3.1 == A

N/A

A) Yes, because we have a legal obligation
to do so, such as with government and
official authorities (e.g. tax authorities,
social security administration) or with
financial entities or law enforcement
agencies.
B) Yes, with service providers, such as our
social secretariat, accountant,
administrative support, IT service provider
etc.
C) Yes, with banks or other financial
entities
D) Yes, with others who may use this data

for their own purposes (e.g. for marketing
or for reselling the data)
E) Others
F) No, we do not share personal data with
anyone

2.5.- Processing supplier personal data
Block

4

4

Questions

Rationale

Dependencies

4.1 Does your
company
process
personal data
of suppliers or If answer B, move straight to the next Block
N/A
third-party
contractors
(natural
persons)?
WP4 will double check if the indicated answers are
complete and correct.
4.1.1 What
type of
Link with 4.1.2.2 if answer D or F + a warning
personal data
message that the tool is not tailor-made for
does your
companies processing special categories of data, yet 4.1
company
it can be a useful indication.
4.1 == A
collect for its
+ the compliance report should entail sections on
suppliers or
the necessity of a specific legal basis under article
third party9.2 GDPR, the need to check national law and the
contractors?
need to implement very strong security > WP3 could
check whether the companies policies hold any

Sub
questions

Values

4.1.1 4.1.3

A) Yes
B) No

N/A

A) Contact information (name,
(email)address, tel nr., etc.)
B) Other identification data, such as ID nr,
SSN
C) Personal characteristics (nationality,
marital status, data of birth, age, gender,
etc.)
D) Political or religious opinion, ethnicity,
sexual orientation
E) (video) images
F) Information about health, disabilities,
genetics or biometric data

mention of sensitive data processing and a separate
justification ground.
+ compliance report should mention that this type of
data most likely is not necessary for suppliers (data
minimisation)
If E, the compliance report will mention some
attention points concerning video surveillance.

G) Payment and billing details
H) Financial information such as bank
details, revenue etc.
I) Academic data
J) Information about criminal
offences/prosecution, certificate of good
conduct
K) Information about the locations where
someone is at specific moments, such as
through fleet control (gps tracker in cars),
through the use of the gps function in a
smart device used by your employees or
customers or through detailed reports in
which your employees note where they
are at which moment
L) Other

4

4.1.2 Why
does your
company need
to process the
data of its
suppliers or
third party
contractors?

4.1
If A, the compliance report should mention that
4.1 == A
where MEnts process personal data on the basis of
'contract', they are only allowed to process data that
are necessary for the contract's performance.
4.1
(If A, B or C: purpose = legal basis)
4.1 == A

If D, an extra list of answers should pop up below D.

4

4.1.2.1
According to
the GDPR,
companies
need to have a
'legal basis' to
process
personal data,
including of
their
suppliers. In
which of the
following

A) To perform a contract (including
payment)
B) To comply with a legal obligation
C) To carry out a task in the public interest
D)To pursue another interest

4.1.2.1

4.1.2
4.1.2 == D

If A, link to Block 2 Q2.1.3.1.1 - 2.1.3.1.5
If D, link to Block 2 Q2.1.3.1.6
If A & if 4.1.1 was answered by D and F, the
compliance report should mention that when
companies process sensitive data on the basis of
consent, they need to obtain explicit consent before
the start of processing.+ WP3 could analyse
companies' consent forms (if present) to identify any
mention of sensitive data processing and the
presence of an explicit statement for consent.

4.1
4.1 == A
4.1.2
4.1.2 == D

4.1.2.1.1 4.1.2.1.2

A) Marketing (sending mail or emails for
advertising)
B) Keeping statistics
C) Maintaining the security of your IT
systems
D) Maintaining the security of your
company and premises in general (e.g.
access controls for who enters the
building)
E) Post-sales service and loyalty
F) Other
A) We ask for the suppliers' or third party
contractors' consent to process their
personal data
B) We process suppliers' or third party
contractors' data to be able to perform our
contract with them (including payments)
C) We process suppliers' or third party
contractors' data because we are obliged
to do so by law
D) We process suppliers' or third party
contractor's personal data because our
company has a legitimate interest in the
processing

lawful grounds If D, the compliance report should stress the
does your
importance of the right to object to the processing.
company base
its processing
activities for
'other
interests'?
4.1
4.1 == A
4

4.1.2.1.1 (Link
to Block 2
Q2.1.3.1.1 2.1.3.1.5)

4.1.2
4.1.2 == D

N/A

4.1.2.1
4.1.2.1 == A
4.1
4.1 == A
4

4.1.2.1.2 (Link
to 2.1.3.1.6)

4.1.2
4.1.2 == D
4.1.2.1
4.1.2.1 == A

N/A

4

4.1.3 Does
your company
share any of
this personal
data with
other people
or entities?

N/A

4.1
4.1 == A

A) Yes, because we have a legal obligation
to do so, such as with government and
official authorities (e.g. tax authorities,
social security administration) or with
financial entities or law enforcement
agencies.
B) Yes, with service providers, such as our
social secretariat, accountant,
administrative support, IT service provider
etc.
C) Yes, with banks or other financial
entities
D) Yes, with others who may use this data
for their own purposes (e.g. for marketing
or for reselling the data)
E) Others
F) No, we do not share personal data with
anyone

2.6.- Website and mobile app
Block

5

Questions

Rationale

5.1 Do you
have a
If A,B or C the module developed in WP5 is relevant.
company
website and/or
If D, skip to the next block.
mobile
application

Dependencies

N/A

Sub
questions

5.1.1 5.1.3

Values
A) Yes, both
B) Only a
website
C) Only a
mobile app
D) Neither

related to your
business?

5

5

5

5

5.1.1 Please
provide the
URL to your
website

This is necessary for WP5 to work.
A box in which the URL can be inserted should appear.
In case of multiple websites, we can offer them a '+' button to add more
websites.

5.1.2 Does your
If B, skip to next block.
website use
cookies or
Technologies developed in WP5 identify the existence of cookies and other
other
tracking mechanisms.
identifiers?
5.1.2.1 Do you
make website
visitors aware
of the use of
cookies or
other
identifiers by
using a cookie
banner?
If A, the module developed in WP3 is relevant. Technologies developed in WP3
analyse the information provided in the companies' cookie notice to check if
5.1.2.2 Do you they meet GDPR requirements.
have a cookie
notice in place? WP3 should also check whether the information in the cookie notice
corresponds with the types of cookies used on the MEnts websites.
= cross-check between WP3 findings & WP5 findings.

5.1
5.1 == A
5.1 == B

5.1
5.1 == A
5.1 == B

5.1
5.1 == A
5.1 == B

Upload tool

5.1.2.1 5.1.2.4

A) Yes
B) No

N/A

A) Yes
B) No

5.1.2.2.1

A) Yes
B) No

5.1.2
5.1.2 == A

5.1
5.1 == A
5.1 == B
5.1.2
5.1.2 == A

5

5.1.2.2.1 Please
provide us with
your cookie
notice and
indicate which
language the
document is
written in.

An upload tool will appear so the user can upload the company's cookie policy
for WP3 to work: it will check whether all information on types of cookies
placed and purpose of use is present.
At the same time, a drop down menu should be added to indicate the language
of the document.

5.1
5.1 == A
5.1 == B
5.1.2
5.1.2 == A

Upload tool
N/A

5.1.2.2
5.1.2.2 == A

Drop down
menu to
indicate
language

5

5.1.2.3 Do you
ask consent
before placing
cookies on the
user's
terminal?

5.1
WP5 should double check this answer. The tools of WP5 are able to classify
5.1 == A
cookies into different categories distinguishing between the categories of
5.1 == B
cookies that are subject to consent and the consent-exempt cookies. Therefore,
the compliance report should alert when cookies subject to consent are being
5.1.2
used without asking consent.
5.1.2 == A

N/A

A) Yes
B) No

5

5.1.2.4 Do
visitors get the
chance to
refuse and - at
a later stage opt-out of the
use of cookies?

5.1
WP5 should double check this answer. The tools of WP5 are able to classify
5.1 == A
cookies into different categories distinguishing between the necessary and non- 5.1 == B
necessary cookies. For necessary cookies, there is no need to provide an opt-out
or possibility to refuse.
5.1.2
5.1.2 == A

N/A

A) Yes
B) No

5.1.3 For the
mobile
application,
please upload
the android
package (apk)
file
Optional (to
verify that the
correct version If the application is free and Google Play still allows to download apps on a
is tested):
machine, a link to the Google Play market app profile will suffice.
provide a hash
of the apk
5
In case the app requires a user account, our testing environment will not be
able to progress through the app and test as many activities and views as we
would like to. This will prevent us from accessing password-protected
information.

5

N.B. if the
application
works with
user-accounts,
we will need a
dummy
account (i.e.
username and
password NOT
related to a
real user) to
test the
application.
5.1.4 Does your
mobile app
If A, WP5 should work.
collect, store or

5.1
5.1 == A
5.1 == C

5.1
5.1 == A
5.1 == C

Upload tool(s)

N/A

A) Yes
B) No

process in any
other way
personal data
of its users?

2.7.- Lawful, fair, transparency
Block

Questions

Rationale
This triggers WP3

Dependencies

If B, the compliance report can
provide a template or example of a
good privacy policy and should
N/A
stress that privacy policies should be
easily accessible and drafted in a
concise and intelligible language and
what this means exactly.
An upload tool will appear for MEnts
to upload their privacy policy. WP3
will investigate whether all the
necessary information is present.

6

6.1 Does your company have a
privacy policy in place?

6

6.1.1 Please upload your privacy
policy in 'txt.' or 'docx.' (not pdf!) At the same time, a drop down
and indicate the language the
menu should be added to indicate
document is written in
the language of the document.
WP3 will check whether all the
necessary information is present in
the privacy policy.

Subquestions

6.3.1

Values (Answer choices)

A) Yes
B) No

Upload tool
6.3
6.3 == A

N/A

Tool to indicate the language
of the document

2.8.- Data minimisation

Block

7

7

7

Question

Rationale

Dependencies Subquestions

This can be
double checked
by WP4
through the
information
N/A
provided in
block 2-4. See
7.1 Does your company only collect the personal data it actually needs to Q2.1.1 for
reach its processing purpose(s)?
more details.
If B, the
compliance
report should
mention that
this is a
necessary
N/A
practice to
comply with
the data
7.2 Do you periodically review the data you hold and delete/anonymise
minimisation
the data you no longer need?
principle.
7.3 Do you have appropriate
Regardless of
processes in place to check and maintain the accuracy of the data you
the answer, the
collect (such as asking individuals to confirm the correctness of their
compliance
N/A
email addresses, by clicking on a link they receive by email or requiring
report should
the concerned persons to
mention that it

Values
(Questions
choices)

N/A

A) Yes
B) No

N/A

A) Yes
B) No

N/A

A) Yes
B) No

review their details
every X years?)?

7

7.4 Does your company know what personal data it holds and does it
have an appropriate data retention policy in place?

is very
important that
the Ment takes
every
reasonable step
to ensure that
inaccurate
personal data,
having regard
to the purposes
for which they
are processed,
are erased or
rectified
without delay.

The compliance
report could
give an
N/A
example of a
retention
policy.

N/A

A) No
B) The company
knows what
personal data it
holds and
processes, but it
does not have a
retention policy
in place.
C) The company
knows what
personal data it
holds and has a
data retention
policy in place.

2.9.- ICT Security
Block

Question

8

8.1 Can every
person who works
in your company
access most of the
ICT environment?

8

8.2 Are your
devices
(computers,
laptops, smart
devices, routers,
printers, etc) and
ICT-environment
password
protected and do
you have a
"password policy"
in place?

Rationale

See below

See below

Dependencies

N/A

N/A

Subquestions

N/A

N/A

Values (Questions choices)
A) Most files and most software are
accessible by all employees.
B) There is an IT access policy in place
which aims to ensure that people only
have access to information they need
to have access to, but in practice big
parts are still accessible by a lot of
persons.
C) There is an IT policy in place that
effectively ensures that people only
have access to information they really
need to access to and this policy is
generally respected within the
company.

A) Yes, we use password protection
for all devices and we also have a
password policy in place
B) We do use password protection for
all devices, but we do not (yet) have a
password policy in place.
C) No, we do not use password
protection for all devices

8

8

8

8

8.3 Do you have
internal security
and data policies
that you
communicate to
your employees to
ensure that they
treat your ICTenvironment and
personal data in a
secure way?
8.4 Are your
devices
(computers,
laptops, smart
devices, etc.) and
portable storage
devices encrypted?
8.5 Do you log
access to your ICT
environment
and to personal
data?
8.6 Is access to
your offices
secured by an
entry system that
also keeps track of
who is present in
the building and
who is not?

See below

See below

See below

See below

N/A

N/A

N/A

N/A

N/A

A) Yes, I have policies and these are
generally known and respected by the
staff of my company
B) Yes, there are some policies in
place but my employees are not really
aware of these
and/or they are not really applied in
practice
C) No

N/A

A) Yes
B) Some are, some are not
C) No

N/A

A) Yes
B) To a certain extent
C) No

N/A

A) Yes
B) To a certain extent
C) No

8

8

8.7 Do you back-up
See below
your systems?

N/A

8.7.1 Do you store
your back-ups at a
different location
that cannot be
directly affected if
your main
environment gets
infected or hacked
or if your ICTenvironment
would be physically
damaged?
See below
N/A
The more
positive answers
(A) to these
questions, the
more an
indication of a
good security
policy.

8.7.1

N/A

A) Yes
B) To a certain extent
C) No

A) Yes
B) To a certain extent
C) No

2.10.- Data subject’s Rights
Block

Question

Comments

Dependencies

Subquestions

If G, go straight to
the next block.

9

9.1 Under the GDPR, companies are
obliged to grant individuals certain rights
regarding the processing of their personal
data. Which of the following requests do
you know how to recognise and to ensure?

9

9.1.1 Is your company able to address data
subject's requests (in principle) free of
charge and within the one-month deadline
provided in the GDPR (unless an extended
deadline is justified)?

If G or not all
answers are
indicated, the
N/A
compliance report
should stress that
it is important that
companies are able
to grant all these
rights.

9.1
9.1 == A-F (or
any
combination
thereof)

9.1.1-9.1.2

N/A

Values (Questions choices)
A) Request for the right of access
(including a free copy)
B) Request for the right to rectification
of inaccurate data
C) Request for the right to erasure,
including deletion of personal data from
live and back-up systems
D) Request for the right to restrict
processing
E) Request for the right to data
portability: individuals receive their
personal data in a commonly used
electronic form (only if processing is
based on 'consent' or 'contract')
F) Request for the right to object in case
processing is carried out on the basis of
'legitimate interests' (e.g. direct
marketing)
G) None of the above

A) Yes
B) No

9

9.1.2 When carrying out a request, are you
able to filter out information concerning
other persons to ensure that the rights and
freedoms of other persons are not
affected?

9.1
9.1 == A-F (or
any
combination
thereof)

N/A

A) Yes
B) No

2.11.- Other GDPR Requirements
Block
10

10

Question
10.1 Do you keep
evidence/documents of all
the steps you take to
comply with the GDPR?

Comments

N/A

Upon request,
SMOOTH could
10.2 Do you have a register generate an editable
of your processing
Record of Processing
activities?
Activities from the
answers registered in
the questionnaire.

10

All should be present.

10.2.1 Which of the
following information does
your company record in the
register of processing
activities?

Dependencies Subquestions
N/A

Values (Questions choices)
A) Yes
B) No

A) Yes
B) No
N/A

10.2
10.2 == A

10.2.1

N/A

0 I would like SMOOTH to generate
an editable Record of Processing
Activities for my company

A) Name and details of your
company
B) The purposes of data processing
C) A description of the categories of
individuals and
categories of personal data
D) The categories of recipients of
personal data (in other words, to
which other person/entity the data
will be disclosed)?
E) For how long the data will be
retained
F) A description of the technical and
organisation security measures
applied by your company

10

10

10

13.3 Does your company
rely on people or
organisations (data
processor) outside of the
company for (certain) data
processing activities?

10.3.1 Does your company
conclude written
agreements (data
processing agreements)
regulating the processing
activities with data
processors, prior to the
processing?

N/A

In the compliance
report attention will be
paid to the necessity of
such a document, the
information it should
contain and the
qualifications of that
processor. A template 10.3
to be provided.
10.3 == A

If answer C, the
compliance report
should stress when you
10.4 Do you have processes
have to report a data
in place to immediately
breach to the
identify personal data
authorities and/or the
breaches and to notify your
concerned individuals?
data protection supervisory
authority?
If B, the compliance
report should give
relevant
recommendations.
N/A

13.3.1

A) Yes
B) No

N/A

A) Yes
B) No

N/A

A) Yes, and we also keep a record of
security incidents.
B) Yes, but we do not keep a record
of security incidents.
C) No

3.- Design mock – up of the Entry Questionnaire
The image below is intended to show a sketch of the appearance we are anticipating for the visualization of the questionnaire in the SMOOTH platform:

3.- Overall principles of the Interactive Handbook (SMOOK)
According to the work plan, KU Leuven is responsible for designing the SMOOTH GDPR Online
Interactive Handbook (SMOOK).
The sections hereinafter report on the design of the Handbook. The Handbook will serve as a go-to
guide for micro-enterprises in order to understand the GDPR, how it affects them and it will elaborate
on the procedures that need to be followed for becoming GDPR-compliant. It will play an important
role in creating awareness regarding the GDPR and its importance amongst the target group. The
Handbook will include a variety of content, such as informative text, sample reference documents (e.g.,
privacy policies, pre-formulated declarations of informed consent, cookies policies, etc.) and short
videos. In addition, to facilitate micro-enterprises in adopting the GDPR, links to useful external
resources will be included (e.g. guidelines from DPAs, exemplified technical solutions etc.). The goal is
to make it the reference documentation for European micro-enterprises towards adopting the GDPR.
The Handbook platform will follow the corporate visual identity of the project. It will take the form of
a website and a mobile application, looking for an immersive experience, setting itself apart from the
concept of studying a text or following a course. It will be delivered for free and in English, Spanish and
Latvian. The design and implementation of the Handbook requires the involvement of a
multidisciplinary team possessing legal expertise and deep knowledge of the GDPR (AEPD, DVI, KUL)
as well as technical expertise (UC3M and LSTECH) under a clear perspective of the micro companies’
necessities (ESBA, FBA).
Finally, it is essential that the Handbook’s website and application are optimised for browsing on
tablets and smartphones, therefore the Handbook will be developed using a responsive design
approach.

●

2.-

Handbook structure and layout

The SMOOTH Handbook outlines the main requirements relating to data protection and privacy, set
by the GDPR. As mentioned above, it is designed to assist compliance of micro-enterprises not
specialized in the field of data protection. SMOOK should serve as a first point of reference on relevant
issues affecting micro-enterprises’ business regarding the GDPR.
The main GDPR requirements listed as having a strong impact on micro-enterprises’ business during a
previous phase of the Project, will be compiled and translated into an interactive tool, including a
website and mobile application.
First, visitors will land on the SMOOK home page. The mock-up below visualises what the home page
could look like1:

1

Please note that the mock-ups included in this deliverable are not draft designs, they rather serve to give a
first impression on what SMOOK could look like.

Mock-up 1

From the SMOOK homepage, a menu will be accessible. The menu will serve as a table of content,
allowing the user to have a clear overview of the different sections in order to navigate quickly through
the Handbook. Hereafter, mock-up 2 gives an impression of the appearance of (a part of) the menu:
Mock-up 2

The complete table of content will cover the following issues:
●
●
●

Does the GDPR apply to my company?
Is my company allowed to process personal data?
Is my company a data controller or a data processor?

●
●
●
●
●
●
●
●
●
●

●
●
●

Data protection principles
Which rights do my data subjects have?
Where to start compliance?
Consequences of GDPR non-compliance
When to still check national law?
Should I carry out a DPIA?
Should I appoint a DPO?
Data breaches: what now?
The role of the ePrivacy Regulation
Specific processing situations
 Customers’ personal data
 Suppliers’ personal data
 Data protection in an employment context
 Camera surveillance
 Direct marketing
 Health data
 Websites: cookies and other tracking technologies
 Social media to promote my business
 A waterproof privacy policy
 Consent and children’s data
GDPR compliance toolbox
Test your GDPR and ePrivacy literacy
GDPR glossary

Each of these topics will constitute a section of SMOOK that micro-enterprises can consult indistinctly,
according to their particular needs. (see mock-up 3) This allows the visitors to gain insights on a GDPR
or ePrivacy topic of choice that (could) affect their business.

Mock-up 3
In order to educate micro-enterprises on the most important or interesting facts concerning the GDPR
and certain specific topics, the homepage as well as several content sections (where deemed

appropriate), will show key points concerning that topic in text boxes with a blue background, entitled:
‘Did you know that?’. (see mock-up 1)
To help micro companies to understand the GDPR and the several advantages they could get from
GDPR-compliance, in some of the sections of SMOOK interactive videos and infographics will be
displayed. As SMOOK is an interactive tool, Wizards (or something similar) will be deployed, to make
it easier for the reader to comprehend and digest the content of that section.
The SMOOK homepage and the website and application menu will be available from all pages, allowing
visitors to quickly find the information that they are interested in no matter how they arrived on the
site.
The overall design and home page of the website and application includes:
Header
SMOOTH logo to appear in the header
Image respecting SMOOTH brand
Navigation menu on the left
Footer
European Union logo to appear in the footer, bottom left.
Under the logo will appear the phrase ‘Funded by the
European Union’ with the grant number 786741.
SMOOTH logo
Link to legal notice.
Link to privacy statement.
Link to cookies policy.
SMOOTH’s social media, website and contact information will be accessible at any time, by clicking on
the links hidden behind logos found on every page (e.g. envelope for contact information, globe for
website, Facebook logo, Twitter logo, LinkedIn logo). (see mock-ups)
●

Usability requirements

SMOOK will use simple language, appropriate for people that do not have any previous background in
the area of data protection and privacy. The interactive app will be micro-friendly and easy to
understand. Its interfaces should be easy to use and provide a comfortable user experience.
For the aforementioned purpose, and in order to assist best micro-enterprises in complying with the
key requirements of the GDPR, the following points will be taken into account for the layout of SMOOK:
1) Visual design and attractiveness of the SMOOK website and app: The design will be
developed to contemplate both a clear and unified message to micro enterprises. It should be
clear, concise and attractive.
2) Plain Language: Simple language is extremely critical to communication in order to explain
correctly what is the purpose of SMOOK and how to use it. SMOOK should be easy to read and
not require prior understanding of data protection law.

3) GDPR main requirements: Great importance will be given to define the main GDPR issues that
affect micro-enterprises’ business. SMOOTH’s legal partners and the representatives of microenterprises will translate the main legal and functional requirements collected for Deliverable
2.1. into the website and app to be created.
4) Images and colours: The images and colours chosen are the ones already used on the SMOOTH
website, respecting the brand of the project.
5) Thematic sections: SMOOK will include in its layout, interactive sections with specific videos
with common practical GDPR issues impacting micro-enterprises’ business.
●

Challenges to defining a layout with clear and effective communication for micro-enterprises

In order to build a website and app to host the SMOOTH Handbook which is able to effectively and
clearly communicate with micro companies, the following challenges should be overcome:
1) Avoid excessive content: One of the biggest challenges for SMOOTH to overcome, is to decide
on the right amount of content to include as well as to make sure that content is relevant and
important for the micro-enterprises’ business. The reader should not be overwhelmed with
unnecessary information.
2) Provide a clear and effective message: Communicating with clarity is a challenge. For that
reason, the main GDPR issues that a company should take into account will be included in a
very simple way, including graphics and interactive videos explaining the main concepts.
3) Content over design: Even if the design and appearance of the handbook are strategic to
enhance the message and for the content to be transmitted, it can also become an
overpowering element that hinders communication. The content of SMOOK is of primary
importance for the SMOOTH Project, while the design of it should be used to make the visit
easier and simpler to the user.
●

3.-

Content

●

3.1-

Home Page:

●

3.1.1.- The GDPR in a nutshell

An explanation of what ‘SMOOK’ stands for and aims to achieve will be inserted central on the home
page. Followed by a to-the-point description of the GDPR, including its approach, purpose and
importance in today’s digital society. (see mock-up 1) This is to frame the handbook and to provide the
reader with some basic knowledge to take on board for reading the rest of the Handbook. Moreover,
this introduction should also try to ensure that micro-enterprises do not – or no longer – perceive the
GDPR as an administrative burden, but rather as a necessary tool improving the fundamental right to
data protection to the benefit of society at large.

●

3.1.2.- Key points

Some GDPR key points will be highlighted separately within a frame on the home page, potentially
formulated like ‘did you know that…’ (e.g. …the GDPR is directly applicable to all Member States;
…enforcement is mainly a national task but the European Data Protection Board will ensure consistent
application of the GDPR and will issue interpretation guidelines etc.). (see mock-up 1)

●

3.1.3.- Menu button

A menu allows the micro-enterprises to easily access the different sections of the book from the home
page. By clicking on the menu button, it will be possible to view the menu from every page of the
website and application.

●

3.1.4.- The developers behind SMOOK

On the bottom left corner of the home page, the title ‘developers behind SMOOK’ will bring the reader
to an explanation of the SMOOTH project and its purpose.
According to the last official available data (2015), about 93% of all enterprises in Europe in the nonfinancial business sector have less than 10 employees. These micro enterprises are responsible for
30% and 21% of the overall employment and value added in the EU, respectively. However, when it
concerns the General Data Protection Regulation MEnts are the most vulnerable due to their lack of
expertise and resources to invest in the adoption of the GDPR. There is a need for the development
of solutions to assist MEnts in smoothly adopting the GDPR, safeguarding the interest of EU citizens
on data privacy and security, avoiding the negative socioeconomic consequences for MEnts entailed
by data breached, and by extension, benefitting the European society.
The SMOOTH project addresses the aforementioned challenge in a twofold way, by:
1)

creating awareness regarding the importance of being compliant with the GDPR, as many
MEnts disregard their obligations in this respect. To this end, SMOOTH involves as partners
Data Protection Authorities (Spain and Latvia) and associations representing EU MEnts. For
the same purpose, SMOOTH will deliver a practical GDPR interactive handbook (website and
mobile app) tailored specifically to MEnts.
2) assisting MEnts in effectively adopting and complying with the GDPR. A SMOOTH cloud
platform will be set up and will use machine learning, text and data mining, and advance
online auditing methods to automatically generate a bespoke GDPR compliance report
for the most critical aspects to MEnts. Likewise, SMOOTH will provide useful materials for
solving those identified aspects of the GDPR that are not properly covered. All this will
positively contribute to citizens’ rights, while avoiding potential fines for the MEnts that may
account for as much as 4% of the annual income, according to the GDPR. SMOOTH is born
from technology partners and data protection authorities and will be designed and
validated by actual MEnts with the aim of becoming the reference tool platform for them to
adopt the GDPR.

●

3.1.5.- Who’s SMOOK for?

By clicking on ‘who’s SMOOK for?’ at the bottom right corner of the home page, the reader will navigate
to a section where it will be explained that the Handbook is designed for micro-enterprises. Microenterprises are companies with less than ten employees and an annual turnover below two million.
This will be taken into account in two ways:
(1) The Handbook will be drafted in plain, accessible language
(2) The content of the Handbook will be tailor-made for micro-enterprises
Nevertheless, it will be made clear to the reader that also companies that do not qualify as ‘microenterprise’ or micro-enterprises undertaking medium-high risk processing activities could extract
useful information from SMOOK. Such companies can perfectly use SMOOTH for guidance, however,
they need to keep in mind that this Handbook is written for micro-enterprises, and that certain specific
needs they have are potentially not (entirely) met.

●

3.2.-

●

3.2.1.- Territorial scope

Does the GDPR apply to my company?

For the GDPR to apply, companies should fall under the territorial scope of the Regulation. MEnts
should be made aware that not only EU, but also – under some circumstances – non-EU companies
can fall within the scope of the GDPR. This can be demonstrated by means of an infographic in the
form of a flowchart.

●

3.2.2.- Material scope

Under this section, SMOOK will explain that companies need to be processing personal data to fall
under the scope of the GDPR. It will start with an explanation of what ‘processing’ personal data means.
Processing is a very broad term and includes collecting, storing and using personal data.
What data exactly constitutes ‘personal data’ is a second essential question regarding the applicability
of the GDPR. Special categories of data will also be taken into consideration. It is not possible to draw
up an exhaustive list of what types of data constitute personal data. However, we could insert an
infographic depicting a person and matching the most common and relevant personal data with the
part of the body they relate to.
In the absence of processing activities or personal data, the GDPR will not apply.

●

3.3.-

Is my company allowed to process personal data?

This section will be devoted to clarifying that for every processing activity, a legal basis is needed. The
exhaustive list of all possible legal bases will be provided, accompanied by a high-level explanation of

what exactly they entail. This will be a very important section as many micro companies do not have
any knowledge on the existence of ‘legal bases’ and what purposes they serve.
The following titles could be included for readers to click on for more detailed information on the
respective topics.
Special attention will be devoted to the following topics:
● GDPR-compliant consent, including an informed consent notice checklist
● The how-to’s of a legitimate interest assessment, including a LIA-template
● When is my company carrying out a task in the public interest?
● Pre-contractual data processing
The aforementioned topics will each be provided below the respective relevant sections by way of
link to another page where they will be addressed.
After reading this part, the reader should be equipped to choose the most appropriate processing basis
for his or her situation.
Additionally, a Wizard could be inserted in order to put in place an interactive guidance tool: the
company will have to answer questions and in the end the tool will provide them with the (most-likely)
appropriate legal basis for their processing activities.
●

3.4.-

Is my company a data controller or data processor?

It is of the utmost importance that companies know whether they take on the role of data controller
or data processor for each and every data processing activity they undertake. Legal obligations they
will have to fulfil differ according to this qualification. Hence, section 3.4. will start by clarifying when
a company qualifies as a data controller, or rather a processor.

●

3.4.1.- Data controller obligations

Taking on the role of data controller brings along many obligations and responsibilities under the
GDPR. The most important obligations relate to documentation and recordkeeping, security, data
breaches and the controller-processor relationship. Companies can come to this section of the
Handbook to find out if these obligations apply to them, what they exactly entail and how they can
comply with them.
As to their documentation obligations, a table in the form of a checklist will be the best way to point
the micro-enterprises to what information they should keep records of in case they are data controller.
Besides a checklist, a downloadable template will clarify how such documents should or can look.
Often, controllers hire processors to get the job done. This brings along certain obligations as this is a
regulated relationship under the GDPR. A contract between the controller and the processor will have
to be drawn up, including certain mandatory provisions. This subsection will also provide a template
for a GDPR-proof controller-processor agreement.

●

3.4.2.- Data processor obligation

Companies will also be subject to similar obligations in case they qualify as data processors. This will
be the go-to section for micro-enterprises that are processors to find out what their responsibilities
are under the GDPR.
Again, tables, checklists and templates will be used to make the information more accessible.

●

3.4.3.- Joint controllers vs. separate controllers

Here, the readers will find the elements that need to be present in order to talk about joint
controllership. This will be distinguished from the situation of separate controllers. Examples will be
used to clarify. The implications of these qualifications in practice will also be uncovered.
A Wizard could be added for companies to ‘test’ - by answering a few questions - whether they (mostlikely) are separate or joint controllers.

●

3.5.-

Principles relating to the processing of personal data

This subsection will elaborate on the GDPR principles regarding data protection:
●
●
●
●
●
●
●
●
●

Lawfulness, fairness and transparency
Purpose limitation
Data minimisation
Accuracy
Storage limitation
Privacy by default
Privacy by design
Integrity and confidentiality
Accountability

The Handbook will explain what these principles mean in practice and will provide examples of how
micro-enterprises can operate in line with these principles.

●

3.6.-

Which rights do data subjects have under the GDPR?

In today’s digital age, data processing has become ubiquitous and increasingly difficult for individuals
to understand. Therefore, the GDPR grants certain rights to data subjects in order to empower them
to exercise more control over the processing of their personal data. The following rights will be
discussed:
●
●
●

Right to be informed
Right of access
Right to rectification

●
●
●
●
●

Right to erasure
Right to restriction of processing
Right to data portability
Right to object
Right to not be subject to a decision based solely on automated processing (incl. profiling)

The specificities of each of these rights will be touched upon. As it is equally important to establish
mechanisms that enable data subjects to actually exercise their rights, indications and best practices
regarding how to grant these rights will be shared, Furthermore, a checklist for drafting information
notices – based on articles 13 and 14 will be added.
●

3.7.-

Where to start compliance?

Often, micro-enterprises do not know where to start when it comes to complying with the GDPR. This
section will be devoted the preparatory steps micro-enterprises should take. The importance of
knowing their own company and how and what personal data they are processing will be highlighted.
The foregoing should be put into effect by creating a record of processing activities. SMOOK will
provide a template to facilitate micro-enterprises in drafting such a record. It is impossible to provide
a template that will fit all micro-enterprises, hence, SMOOK will give advice on how to adjust it to
different particularities. The template will also be added to the GDPR compliance toolbox section.
●

3.8.-

Consequences of GDPR non-compliance

The GDPR provides the Data Protection Authorities with different options in case of non-compliance
with the data protection rules. The reader can navigate to this section to learn about the consequences
of non-compliance with the GDPR.

●

3.9.-

When to still check national law?

This section of the Handbook will highlight situations where applicable national law should still be
checked, as – despite being a Regulation – the GDPR allows Member States’ legislators to deviate from
or supplement the GDPR in many cases (e.g. special categories of data, processing for scientific,
historical or statistical purposes, children online etc.). A distinction will be made between areas where
Member States must have national/local laws and areas where Member States may have such laws.
Furthermore, a number of processing activities are dependent on national law in Member States (e.g.
the right to be forgotten does not apply if the processing is necessary for compliance with a legal
obligation under EU or Member State law). These provisions will also be addressed.
Companies will be able to access information about specific national requirements in this interactive
handbook.

●

3.10.- Should my company carry out a DPIA?

The GDPR employs a risk-based approach with regard to the obligation to undertake a data protection
impact assessment (DPIA). From the experience of the data protection authorities participating in the
project, most micro-enterprises’ processing operations – done for managing their relations with
employees, customers, potential customers and suppliers – qualify as low-risk. Therefore, SMOOTH
does not consider – amongst others – the GDPR provisions on DPIAs. In other words, SMOOTH
supposes that the GDPR requirements that are relevant for all micro companies are those that are not
linked to high-risk processing.
However, these provisions could still be relevant for some micros, such as digital start-ups developing
or using new data processing technologies. It is therefore that SMOOK still provides some information
on when, how and why to undertake a DPIA.
Within this section, a Wizard (or something similar) for doing a prior assessment on the need to carry
out a DPIA – in order to find out whether the companies will have to undertake a full-fledge DPIA – will
be inserted. For those cases where the outcome of the prior assessment is positive, a template for the
actual DPIA will also be provided and instructions on what to do next will be given.

●

3.11.- Should my company appoint a DPO?

The GDPR employs a risk-based approach with regard to appointing a data protection officer (DPO).
the provisions on Data Protection Officer (Articles 37 – 39) – while not explicitly mentioning the word
‘risk’ – do link the obligation to designate a DPO to the nature, scope and purposes of data processing
operations and not to quantitative characteristics (e.g. number of employees) of the entity processing
personal data. From the experience of the data protection authorities participating in the project, most
micro-enterprises’ processing operations – done for managing their relations with employees,
customers, potential customers and suppliers – qualify as low-risk. Therefore, SMOOTH does not
consider – amongst others – the GDPR provisions on DPOs. In other words, SMOOTH supposes that
the GDPR requirements that are relevant for all micros are those that are not linked to high-risk
processing.
However, these provisions may still be relevant for some micro companies, such as digital start-ups
developing or using new data processing technologies. It is therefore that SMOOK still provides some
information on when, how and why to appoint a DPO.

●

3.12.- Data breaches: what now?

It might not always be clear to micro-enterprises what exactly constitutes a data breach, therefore,
this will be explained by SMOOK. Further, information will be shared on how to detect or to avoid
such breaches. Finally, advice will be given on what steps should be taken in case of a data breach.

●

3.13.- The role of the ePrivacy Regulation

As part of the major modernisation of the EU's data protection framework, not only the GDPR was
adopted but the Commission also created a regulation protecting the private lives of EU citizens by
guarding their personal data in electronic communications: the ePrivacy Regulation. The latter aims at
repealing and replacing the current ePrivacy Directive (Directive 2002/58/EC of 12 July 2002 concerning
the processing of personal data and the protection of privacy in the electronic communications sector).
This section of the Handbook will highlight the relevance of the ePrivacy rules for MEnts and the
differences compared to the GDPR. The status of the revision will be explained and the most important
provisions will be discussed.

●

3.14.- Specific processing situations

The purpose of this section is to address common practical concerns of micro-enterprises and to grant
swift access to these topics by including them in the list under the menu button. This way, companies
looking for an answer to one of these specific issues, will be able to navigate there directly and
efficiently from anywhere within SMOOK.
The following subsections on specific processing situations will also be available to print or download
as single factsheets (e.g. in pdf.).

●

3.14.1.- Customers’ personal data

Processing of the personal data of customers is one of the main processing activities undertaken by
micro companies. Data of customers and potential customers can be collected for several purposes,
such as to deliver products, engage them in fidelity programs, for marketing purposes etc.
The reader will be informed on when and how the processing of customers’ personal data is allowed.
Therefore, the legal grounds that are most common to justify these kind of processing activities, and
the limits of these justification grounds, will be uncovered.

●

3.14.2.- Suppliers’ personal data

Processing suppliers’ personal data is another common processing activity by micro companies in their
day-to-day operations. Within this context, one can think of processing personal data to effect
purchase orders and payments.
Similar to the previous subsection, the particularities of processing activities regarding suppliers will
be elaborated upon.

●

3.14.3.- Data protection in an employment context

The reader will be made aware of the fact that if they work with employees, the GDPR will come into
play. Companies often possess files holding data on personnel, such as name, date of birth, marital
status, children, address, phone number, nationality, banking details etc. This information all qualifies
as personal data under the GDPR.
The possible legal bases for processing activities in relation to employees will be touched upon. In this
regard, the Handbook will discuss in which cases the micro-enterprise – as an employer – will need the
employee’s consent for processing their personal data.
Furthermore, a link will be inserted to the next title (‘Camera surveillance’) which will state whether
and when surveillance in an employment context could be allowed or not.
Finally, the specificities and limits of personal data processing of job applicants will also be discussed.

●

3.14.4.- Camera surveillance

Surveillance cameras are commonplace in our society. On the one hand, they make people feel more
safe, but on the one hand, people are constantly being watched – which challenges their right to
privacy. SMOOK will address when the use of surveillance cameras is subject to the GDPR and what
this means in practice.
Special attention will be devoted to the use of cameras in an employment context.

●

3.14.5.- Direct marketing

Direct marketing refers to a type of advertising that aims to bring action in a selected group of
consumers by a communication by the marketer. It allows to promote the product or service directly
to the target audience most in need and to quickly measure the results. Companies that want to send
direct marketing communications have to take into account both the GDPR and the ePrivacy
Directive (ePD), which will be replaced by the ePrivacy Regulation (ePR). The rules on direct marketing
and the interactions between the two coexisting and largely intertwined legal frameworks, will be
untangled.
More specifically, under this section, it will be explained when processing for direct marketing
purposes could be justified on the legal basis of legitimate interest (article 6.1(f) GDPR), and which
elements should be taken into account for this assessment. There will also be attention for the practical
consequences of invoking ‘direct marketing’ for personal data processing activities. E.g. the privacy
policy must include information on the right to object to direct marketing and how this right can be
exercised.
An infographic could be added to clarify the necessity of consent for direct marketing practices.

●

3.14.6.- Health data

Often companies process data relating to health (e.g. doctors, dentists, pharmacists, employers etc.)
For micro-enterprises doing so, SMOOK will touch upon the do’s and don’ts of processing of this type

of data as well. Health data constitutes a special category of data under the GDPR, this is personal data
which the GDPR considers to be more sensitive and hence in need of more protection. In fact,
processing is prohibited unless exceptions apply. The SMOOTH Handbook will provide guidance on
these exceptions and on how to deal with processing of health data.
●

3.14.7.- Websites: Cookies and other tracking technologies

Companies need to be aware that if they use cookies or other tracking technologies on their website,
they will not only have to inform their website visitors, but – they will also have to ask for their consent
to place the trackers on their device.
However, this section will also explain that there are exceptions to the aforementioned obligation.
It will also provide best practices regarding the manner of the information delivery and request for
consent. In this regard, a cookie policy template will also be provided.

●

3.14.8.- Social media to promote my business

In today’s digital age, most companies make use of social media in order to promote their business.
Recently, the EU Court of Justice has decided on two important cases in this regard.
This section will specifically pay attention to the role and consequences for companies of owning a
(Facebook) Page. Another particular topic that will be discussed here is the use of social plug-ins on
websites and the status and responsibilities of companies stemming from this use.
As both of these cases concern topical joint controller discussion points, a link will be inserted to the
section on controllership and vice versa.

●

3.14.9.- A waterproof privacy policy

A privacy policy can often be a struggle for micro-enterprises, and even other companies. This
section will list all the information that should be present in a privacy policy, in the form of a
checklist. Additionally, a privacy policy template will also be shared.

●

3.14.10.-

Consent and children’s data

The GDPR explicitly recognizes that children deserve specific protection of their personal data, and
introduces additional rights and safeguards for children. SMOOK will share some best practices for
companies that process – or might process – children’s personal data.
The age upon which children are deemed to be able to give informed consent to information society
services is set on sixteen years old. However, Member States are allowed to deviate from this by setting
a lower age limit, provided that such lower age is not below 13 years. This section will uncover the age
limits by every country, using graphics.

●

3.15.- GDPR compliance toolbox

This section will serve as the central database for all the tools provided throughout the Handbook
(checklists, templates…).
Furthermore, it will also provide guidance and documents originating from national data protection
authorities and the European Data Protection Board. E.g. both the UK’s Information Commissioner’s
Office and the Belgian Data Protection Authority have provided models for registering data processing
activities, the Commission Nationale de l’Informatique et des Libertés - the data protection authority
of France - has provided templates for DPIAs and PIAs, etc.
This makes it easy for readers particularly searching for these tools.

●

3.16.- Test your GDPR and ePrivacy knowledge

To boost the interactive and entertainment level of SMOOK, we could add the possibility to take a quiz
for the micro-enterprises to test their knowledge on the GDPR and relevant ePrivacy provisions. The
questions will largely be based on the content of the Handbook. The main objective of this quiz is not
only to test the knowledge of micro-enterprises on the GDPR (and ePrivacy legislation), but also to
educate micros regarding key aspects of the GDPR. After answering all questions, the quiz will provide
the company with a score sheet and the correct answer, including an explanation for questions that
were answered incorrectly. An alternative approach could be to provide the correct answer and
explanation thereof already after each question.

●

3.17.- GDPR Glossary

Many notions used in the GDPR are not self-explanatory, especially to non-privacy experts. A list
containing such GDPR notions that are relevant to micro-enterprises will be included, together with a
simple, understandable explanation of these words. The purpose of this section is for micros to be able
to easily and swiftly navigate to a glossary whenever they come across certain terminology they fail to
understand. They can do so by going to the GDPR glossary section by clicking on it on the home page
menu. Another way for the reader to navigate to the glossary is, when he or she – while reading the
Handbook – encounters words that are included in the glossary, simply clicking on these GDPR notions
within the text to go straight to the glossary section. Furthermore, if they just want the explanation of
that single word, it is not necessary to go to the glossary section: MEnts can simply see the meaning
by way of a ‘pop up’ when hovering over the word.
The notions that could be included are for example: personal data, special categories of data, data
processing, data controller, processor, joint controllers, data breach, DPIA etc.
●

4.-

Managing and updating policy

The content of SMOOK will mainly be written by KU Leuven, with the help of the other partners where
necessary – in particular the other legal partners (AEPD, and DVI) and the partners representing microenterprises (ESBA and FBA).
The website and application will be delivered in month 24 of the project (May 2020).
Throughout the duration of the Project KU Leuven will monitor changes in legislation, case law and
new guidance published etc. They will adapt the Handbook when necessary.
Whom of the partners will exploit SMOOK after the Project will be decided later on.
●

5.-

SMOOK Development

●

5.1.-

SMOOK Website

SMOOK will take on the form of a website. The implementation of this SMOOK website will be led by
LSTech.
SMOOK will install Matomo in the platform’s back end to monitor all the traffic and to periodically
obtain reports about the site’s performance. Unlike Google Analytics, Matomo does not compromise
data security and privacy, guaranteeing full data ownership and none of it is ever sent to other services
or third parties.
Google Search Control will be used to upload the file robots.txt to make it easier for Google Robots to
index the website.
The website will be built using the latest web development tools with focus on speed, ease of use and
ease of maintenance. Tools that will be used as necessary include JavaScript, angular 6, spring boot
and MySQL if needed.
Personal data, or any other user data, will not be tracked, stored or transferred. Session cookies to
facilitate the site navigation and improve user experience, however, will be used. Browser and OS
detection might also be needed for the same reason – being improvement of the user experience. A
cookie notice and privacy policy for the website will be present. Furthermore, the website should be
viewable and functional on most of the mobile devices and mobile browsers as well.
LSTech will follow the guidelines provided by KUL, FBOX, ESBA, AEPD and DVI, who are responsible for
the design of SMOOK. The same design as SMOOK mobile will be followed, to ensure a unified user
experience.
Finally, the website will be fully GDPR compliant and will be delivered in English, Spanish and Latvian
(the possibility of other EU languages will be looked into).
5.2.-

SMOOK Mobile application

SMOOK will also be available through a mobile application. UC3M will be leading the SMOOK mobile
app implementation. Given the amount of resources devoted to this task and its associated complexity,
our commitment is to get the SMOOK MobileApp released for one Operative System (OS) within the
project timeline. In case we can dedicate further resources to this task we will consider the possibility
to implement it in a second platform.

All market research studies show that Android is the clear dominant OS across mobile devices. Most
of these studies report that the Android market share is above 80%2, followed by iOS. Android and IOS
together are nearly controlling 100% of the market. Based on these statistics, we assume that Android
is also dominant amongst the owners of micro-enterprises and hence, our decision is to focus on
Android to develop the SMOOK MobileApp – and in case we have enough resources extend the work
to iOS.
We plan to use Java for developing SMOOK and compile it into an Android Package (APK). Once the
app is developed and tested, we will upload the APK onto an open store to allow users to download it.
We will use Google Play Store for the distribution of the application.
Since there exist multiple Android devices, we should carefully select the version of Android we use to
develop SMOOK in order to maximize the number of mobile devices that can install and use our app.
To accomplish this, we will use the API and set of requirements that allow our app to be compatible
with the most popular Android versions. In the following graph, we observe that the number of
Android devices using a version higher than the 4.4 (KitKat) represents 96.5% of the total amount of
devices.

Source Google: https://developer.android.com/about/dashboards/

Based on this information we will use the API Framework Level 19 as the minimum required. This
framework consists of classes, elements and attributes compatibles with devices running an Android
OS version higher than 4.4.
UC3M will follow the guidelines provided by KUL, FBOX, ESBA, AEPD and DVI, who are responsible for
the design of SMOOK MobileApp. According to those guidelines, UC3M will define menus,
visualizations, integrate content, etc. For this purpose, UC3M’s team plans to work using XML files.
XML files allow us to adapt different modules/sections of our app without changing the whole code.
For example, the XML files use different IDs defined by the developer for each different media source.
With this, any media source is referenced and included in the app by only indicating its ID.

2

https://www.idc.com/promo/smartphone-market-share/os;
https://www.statista.com/statistics/266136/global-market-share-held-by-smartphone-operating-systems/.

We commit to implement the SMOOK MobileApp in English, Spanish and Latvian. We will explore the
possibility to further extend the language base using some features and libraries offered by Android.
Finally, we will guarantee the SMOOK MobileApp is compliant with the GDPR. Initially, we do not
envision to engage in any collecting, processing or sharing of personal data. Nevertheless, SMOOK
MobileApp will provide rigorous terms of service to the user and in case we – during the development
of the project – realize it is important for some reason to get access to some type of personal data,
SMOOK MobileApp will obtain all necessary permissions from users, according to the GDPR
requirements.

●

6.-

Handbook KPI’s

The following table introduces a set of SMOOTH Key Performance Indicators (KPIs) for assessing the
Handbook’s performance. Progress until the end of the project will be reported in the interim
progress reports.
Outcome

KPI

MEnts have access to SMOOTH’s GDPR online
interactive handbook

During the 6 last months of the project:
●
●

5,000 visits to the SMOOTH handbook
website
1,000 downloads of the SMOOTH app

