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List of abbreviations and acronyms 

 

Abbreviation Meaning 

AEPD Agencia Española de Protección de Datos 

API Application Programming Interface 

CNIL Commission nationale de l'informatique et des libertés 

DPA Data Protection Authority 

DPIA Data Protection Impact Assessment 

DPO Data Protection Officer 

GDPR General Data Protection Regulation 

ICO Information Commissioner's Office 

MEnt(s) Micro-enterprise(s) 

SME(s) Small and medium-sized enterprise(s) 

TFEU Treaty on the Functioning of the European Union 

 
 
 

Executive summary 

 

This document presents the status of the design and development of the solutions 
for the analysis of MENTs data repositories. 
The document, using the requirements presented in D2.1, analyses how the 
solutions envisioned by SMOODATA are able to solve the problems of the users. 
Then, it presents the design and current implementation status of the three 
different modules: 

 The methods for data ingestion: they allow MENTs to easily upload their 

data repositories to the SMOOTH platform. 

 The machine learning algorithms for personal data identification: they are 

able to identify data types protected by the GDPR into the complex 

datasets of the MENTs. 

 The re-identification risk analysis and recommendations for data 

minimization: they analyse the data repositories to find groups of fields 

that may identify different users. 

Moreover, the document provides links to different repositories that allow the 
download of the source code of the preliminary version of all the solutions 
developed within the WP4. 
Finally, it presents the conclusions obtained after the first development cycle. 
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1.- Introduction 

1.1.- SMOODATA: background and objectives 

This module analyses the personal information that MEnts are storing using as input the sample of 

customers' and providers’ information repository uploaded by the MEnts. It validates two very 

important principles of the GDPR that are highly relevant to MEnts. First, the module assesses if the 

MEnt has sufficient permission to store the information that it is actually storing. That is, whether 

the MEnts are only storing the personal data items declared in the consent documents (analysed 

by the previous module) or is storing personal data (by mistake) non-agreed by users in the consent 

documents with the customer personal data. We remind that the fine for not satisfying one of the 

conditions of lawful processing in GDPR Article 6 GDPR could go up to 4% of the annual income. 

Second, the module checks if the MEnt is applying the data minimisation principle (i.e., it is only 

storing the personal information required to run its business) and only that. To this end, the module 

uses as input the questionnaire provided by the MEnt upon registration in the SMOOTH platform. 

Third, the module identifies the presence of "Sensitive Personal Data" in the data repository. This 

type of data requires a special treatment (e.g., its sensitive personal data must be encrypted). The 

above analysis concludes by reporting whether the MEnt: 1) has sufficient consent from their 

customers, 2) applies the data minimisation principle and, 3) stores sensitive personal data. 

SMOODATA will use state of the art technology in the area of machine learning to identify personal 

data fields in the data repositories uploaded by MEnts. For instance, we plan to exploit the power 

of NLP techniques to analyse the data repositories, and develop methods for representing the 

MEnts data repositories as knowledge graphs. As the algorithms require to be trained with actual 

MEnts data, ESBA and FBA will collect such data from real MEnts. We are aware that the data can 

be quite heterogeneous, varying from simple plain text files, to structured files using widely 

adopted formats (e.g., Microsoft excel) and databases (e.g., mySQL database). SMOODATA will 

create suitable connectors for enabling automated data ingestion and processing for those formats.  

Moreover, the direct relation with the MEnts has exposed the limited knowledge of the systems 

and software they run and the data they storage. To facilitate them the usage of the algorithms 

developed within the WP4 we will also create a list of tutorials that will allow them to easily get the 

data they store locally. 

 

1.2.- Objectives of Deliverable 4.2 SMOODATA 

The objectives of D4.2 are: 

 To consider the user requirements, the legal requirements, and the technical 

requirements to develop  

 To update the system design and the APIs among the different components. 

 To present the code generated during the first development phase 

 To present the conclusions obtained after the first development phase. 
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1.3.- Relation with the requirements 

In every technical solution, the requirements of the final users are the initial point and the 

inspiration in the development of the algorithms. The SMOODATA algorithms are not an exception. 

In this section, we map the solutions developed within WP4 to the requirements identified in D2.1 

that apply to the algorithms for personal data identification, and the re-identification risk analysis. 

 

1.3.1.- Legal requirements: 

Requirement Relation to WP4 solution 

Lawfulness, fairness and transparency The process followed in WP4 has been checked 

and approved by 2 DPAs and the legal partners 

of the project. Moreover, the algorithms are 

documented and available to the MENTs 

participating in the pilots 

Purpose limitation The data uploaded by MENTS will be used only 

to assess their GDPR compliance. 

Data minimisation The re-identification risk analysis will help 

MENTs to understand the risks associated with 

the data they have. Allowing them to minimize 

the data they do not really need. 

Accuracy The algorithms have been developed in order 

to minimize the number of false negatives. 

However, an example will be provided 

together with the categories identified. This 

will allow the MENTs to understand the results 

provided. 

Storage limitation The data provided by the MENTs will only be 

stored while the MENTs are interacting with 

the platform, deleting it as soon as their 

assessment has finished.  

Integrity and confidentiality The data provided by the MENTs will not be 

shared with any third party.  Moreover, the 

automatic process will not be monitored by 

operators or any other human factor that may 

end in a data leakage. 

Accountability The contract signed by the MENTs define the 

accountability of the processors and 

controllers. 
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Lawfulness and the need for an appropriate 

lawful basis 

The legal partners involved in the project has 

checked and approved the process. 

Documentation of processing activities The process is documented and approved by 

the DPOs of the different parties involved in 

WP4. 

Security of processing The training of the algorithms is done in secure 

computers placed both at NEC and EUT 

premises. The final platform will run in a cloud 

service. All the communication will be done 

using encrypted channels.  

Notification of personal data breaches While personal data breaches are not 

expected. They will be notified in the case they 

happen. 

 

1.3.2.- MENTS requirements: 

Requirement Relation to WP4 solution 

GDPR Assistance As a big majority of the MENTs require, the 

algorithms of WP4 works automatically giving 

them a fast answer. Moreover, we also provide 

a more complex data-minimization platform to 

help them understanding their data in case they 

have a bigger interest. 

Time spent in SMOOTH Platform The simple process followed in WP4 (the users 

upload data and get an inform) will allow them 

to expend as less time as possible in the 

platform. However, for the 50% of MENT that 

are willing to expend more than 30 minutes in 

the platform we provide the re-identification risk 

GUI where they can better understand the risk 

associated with the data they store. 

Report Generation Time The algorithms of WP4 require less than 10 

minutes to be executed. 

Affordable The automatization of the process allows a 

cheap processing without the need of human 

intervention.  

Compliance GDPR - templates - content Following the advises of WP2 the results will be 

fully GDPR compliant. 
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Plain Language The report generated in WP6 will use plain 

language. Moreover, since WP4 will provide 

examples from the user database, it will be easy 

to understand the results. 

Usability The process followed by WP4 is simple, 

moreover we provide a set of tutorials to help 

them obtaining the datasets. 

 

1.3.3.- Technical requirements: 

Requirement Relation to WP4 solution 

SMOOTH users shall upload their company 

small databases to the SMOOTH Platform. 

Connectors are provided to allow users to 

upload their databases. Moreover, we will 

provide them with different tutorials that will 

allow them to easily obtain the data from the 

most common backend systems. 

SMOOTH users can give access to some 

databases (MySQL) without uploading the 

whole database. 

After directly speaking with different MENTs 

we realized it is difficult for them provide 

access to their databases due to their limited 

technical knowledge. However, the tutorials 

provided will help the users obtaining the data 

themselves. 

The system should be easy enough to be used 

for people without computer science 

knowledge. 

The process is limited to the filling of a form 

and the “drag and drop” of a file into a website. 

The system should provide an easy to 

understand report describing the personal 

data found by the ML engine. 

Applicable to WP6. However, WP4 will provide 

examples of the data types identified to 

facilitate its understanding. 

Users from MEnts will be able to identify 

which attributes of their datasets are able to 

identify individuals. 

The analysis of the re-identification risks will 

provide this ability. 

SMOODATA will be able to remove the 

attributes identified as personal identifiers, 

together with potential quasi-identifiers. 

The analysis of the re-identification risks will 

provide this ability. 

Users from MEnts and allowed third parties 

will be able to access to aggregations of the 

data without any loss in the privacy of 

individuals. 

The re-identification risks GUI will provide this 

functionality by allowing users to understand 

the different risks present in their database.  
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2.- SMOODATA: Methods for data ingestion (EUT) 

SMOODATA is using two different data ingestion methods to collect the required data. The Smooth 

platform is responsible for providing these methods that allow users to upload files to the platform. 

The first one consists on sending one or multiple files using the Smooth front-end (through a drag-

and-drop component). This option will be taken by those MENTs which still use .xls, .xlsx (file 

extensions for Microsoft Excel) or csv (comma-separated values) file formats for storing customers 

and providers’ information. Alternatively, those MENTs using relational databases will have to use 

a tutorial depending on the used database engine and generate a data file which will be upload 

again through the drag and drop component.   Originally the solution was based on downloading a 

local connector that could connect to the database. Nevertheless, this option added some extra 

complexity which could cause confusion among the users and involve a feeling of privacy intrusion 

since user had no control over what the connector was collecting from their databases. 

 

2.1.- System Goals and Objectives 

This module of SMOODATA is responsible for collecting all the required data, which would be made 

available to all other modules on the platform. This process is performed by two different data 

ingestion methods. Currently, the first version of the platform allows to upload files (.xls, .xlsx and 

csv) using the custom drag and drop component available during the answer questionnaire stage. 

The second method is still pending to implement (download different kind of export 

documentation) which will allow the users to generate a file containing information related to their 

local relational databases. This file will be sent finally to the platform using again the upload 

component. This process is described in the flow diagram shown in the following section. 
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2.2.- Module Functionality 

 
 

2.3.- Proposed System 

Smooth platform architecture includes some of the Netflix OSS components such as Zuul. For this 

reason, the back-end is based on Spring Cloud Netflix which integrates all these existing 

components.  Zuul is a gateway service that provides dynamic routing, monitoring, resiliency and 

security. It will be responsible for dealing with all the incoming requests generated by the web client 

(front-end) and route them to the correct back-end service. 

Thus, the proposed system for uploading files (representing databases) has been implemented as 

follows: 

1) User are able to upload multiple files throughout the entry questionnaire using the 

custom Drag-and-Drop component available from the web UI:  
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2) Web Client generates a multipart request to the Zuul API Gateway. It is important to note 

that this is the unique entry point to the platform so all requests sent to the back-end must 

go through this component. 

3) Zuul Reverse Proxy captures the request and forwards it to the appropriate service. 

4) SMOODATA module receives the required data for the analysis. 

 

 

Alternatively, as described in previous sections, the platform will provide different export data 

tutorials that will be able to be downloaded from user UI. These documents will help the users to 

follow the correct steps to get a correct data dump file.  Once users generate this file, it can be 

uploaded to the platform through the drag and drop component. 

Thus, the following diagram shows a high level overview of both data ingestion methods:  
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2.4.- Interfaces to other modules or external systems 

The following table describes the end-point used by the front-end for uploading files (databases for 

this specific case). This http multipart request is processed through the Rest API Gateway and 

redirected to the SMOODATA module which is exposing its own API inside the Smooth platform. 

 

Method/URL [POST] /api/file 

Description  POST Request used for uploading files to the platform 

     Request Body 

Name Description 

 

The body of the message consists of one or more sections, each part starting with 

two dashes (--) followed by the boundary text. After the last section, to signal the 

end of the multipart/form-data message, the boundary is added again.  

    Response Body 

Name Description 

success Informs about the upload process result (true/false) 

message Add information about the upload process result 

Example 

Method/URL [POST] /file 

Header 
Authorization:  Bearer <accessToken> 

Content-type: multipart/form-data;boundary="MyBoundary" 

Body 

 

--MyBoundary 

Content-Disposition: form-data; name="fileName" filename="fileName.docx" 

 

--MyBoundary— 

 

Response 

{   

    "success":"true", 

    "message":"File uploaded successfully" 

} 

 
 
 

2.5.- Limitations 

Drag-and-drop component performs an initial validation in order to ensure the correct file 

extensions (excel, csv, zip) and a valid file size. These validations are done before generating the 

multipart-request to the platform. It will allow avoid possible failures on the server side. 

In its first version, the platform will provide some export tutorials for the most common and popular 

relational databases, such as MySQL, PostgreSQL, Microsoft SQL Server…. Nevertheless, as soon as 
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questionnaire answers are collected from MENTs, this collection of documents could be updated 

with new types of databases.  

 

 

2.6.- Source Code 

The current source code can be found in https://ice.eurecat.org/gitlab/consultoria-

tecnologica/smooth the repository access can be requested to rosa.araujo@eurecat.org . 

 

3.- SMOODATA: Machine learning algorithms for personal data 

identification (NEC) 

The machine learning algorithms for personal data identification will be used in order to detect 

every piece of personal information stored into the MENTs databases. To this end, a combination 

of different machine learning techniques will be used. 

 

3.1.- System Goals and Objectives 

SMOODATA will discover, research and train machine learning algorithms specially tailored to 

identify the different kinds of personal data that may be available in the databases and files of the 

Micro-enterprises participating in the different Smooth pilots. 

In particular, the algorithms designed will focus on the identification of the data types identified in 

D2.1 as part of the former reporting system of AEPD: 

Data Categories 

POLITICAL OPINION 
PERSONAL UNIQUE 
REGISTER 

TRADE UNION 
MEMBERSHIP 

NAME AND SURNAME 

RELIGIOUS BELIEFS HEATH CARD 

PHILOSOPHICAL BELIEFS POSTAL ADDRESS 

RACIAL OR ETHNIC 
ORIGIN 

PHONE NUMBER 

HEALTH SIGNATURE 

SEXUAL LIFE IMAGE / VOICE 

CRIMINAL OFFENCES  

ADMINISTRATIVE 
OFFENCES 

ELECTRONIC SIGNATURE 

TIN-Tax ID NUMBER FINGERPRINT 

SOCIAL SECURITY 
NUMBER 

OTHER BIOMETRIC DATA 

Table 1: Data categories the algorithms will identify 

https://ice.eurecat.org/gitlab/consultoria-tecnologica/smooth
https://ice.eurecat.org/gitlab/consultoria-tecnologica/smooth
mailto:rosa.araujo@eurecat.org
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However, the exploration of the data received during the project may lead to the identification of 

different kinds of data also protected by the GDPR. 

 

3.2.- Module Functionality 

The main functionality of the Machine learning algorithms is the identification of the personal data 

into the datasets provided by the MENTs. To this end, several algorithms will be developed and 

combined in order to obtain a better accuracy. 

This module receives the data preprocessed by the data connectors and after the application of all 

the algorithms will output a list with the types of personal data identified together with some 

examples of that types of data that may help the MENTs understanding the final results provided 

by the platform. 

As explained in Section 3.1 different data types has been identified a priori, and for each one of 

them the module will indicate whether that kind of personal data has been identified into the 

datasets. 

This module will pass over the different data fields in order to understand the structure of the 

database analyzed. 

 

Figure 1: Flowchart of the data analysis 

To this end, the code will pass thought the rows and columns of the dataset analyzing them one by 

one. The specific implementation of the analysis will be presented in the Section 3.3. 

Finally, the identified structure will be analyzed in order to create the results and communicate it 

to the Smooth platform (and the re-identification risk tool) thought the API defined in D6.1. 
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3.3.- Proposed System 

SMOODATA will develop and train different algorithms able to detect the different categories of 

personal data defined in D2.1 and mentioned above in Table 1. 

In this section, we describe the different algorithms developed in order to identify the different 

kinds of data covered by SMOOTH. We refer to those algorithms as classifiers. In Figure 1 those 

classifiers would be included in the “analyze field” process, that includes the main intelligence of 

the system. 

Different classifiers will be applied to every piece of information into the MENTs` databases. That 

is, our system will loop through the whole dataset analyzing every piece of information separately. 

This way the system will try to infer the category of a subset of information and will mark it as 

belonging to one of the predefined categories if the percentage of information into that subset is 

over a threshold that will be calculated for each of the different classifiers. 

After analyzing the types of data to be analyzed, we realize most of them are very dependent on 

the country/language of the data used. For example, the names are typically different in different 

regions or the telephone number follow different patterns in different countries. 

To correctly cover all the languages involved in this project (English, Spanish, Italian and Latvian) 

we will develop different solutions for each one of them. In D4.2 we cover the solutions adopted 

for the Spanish language (the first one developed). 

 

3.3.1.- General solutions 

Seven data types will be treated equally in every language: 
 

3.3.1.1.- Email Address 

The email address follows a very well-known format internationally defined. In order to identify if 

a piece of text is a mail address or not we will apply the following regular expression: 

r"(^[a-zA-Z0-9_.+-]+@[a-zA-Z0-9-]+\.[a-zA-Z0-9-.]+$)" 

It checks that the mail has the following format UserName@domain.domain and it works to identify 

most of the mail addresses in the world. 

 

3.3.1.2.- Criminal Offences 

The SMOOTH platform will not cover the identification of criminal offences. 
 

3.3.1.3.- Administrative Offences  

As in the previous case, the SMOOTH platform will not cover the identification of administrative 

offences. 

 

mailto:UserName@domain.domain
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3.3.1.4.- Personal Unique Register 

The personal unique ids will be identified in Section 4. SMOODATA: Re-identification risk analysis 

and recommendation for data minimization. 

 

3.3.1.5.- Signature 

The SMOOTH platform will limit its work to the identification of data types different from text (i.e., 

images, binary data, video…), indicating the user that kind of data is not supported since it may 

include multiple data types. 

 

3.3.1.6.- Image / Voice  

The SMOOTH platform will limit its work to the identification of data types different from text (i.e., 

images, binary data, video…), indicating the user that kind of data is not supported since it may 

include multiple data types.  

 

3.3.1.7.- Electronic Signature  

The SMOOTH platform will limit its work to the identification of data types different from text (i.e., 

images, binary data, video…), indicating the user that kind of data is not supported since it may 

include multiple data types.  

 

3.3.1.8.- Fingerprint  

The SMOOTH platform will limit its work to the identification of data types different from text (i.e., 

images, binary data, video…), indicating the user that kind of data is not supported since it may 

include multiple data types. 

 

3.3.1.9.- Other Biometric Data  

The SMOOTH platform will limit its work to the identification of data types different from text (i.e., 

images, binary data, video…), indicating the user that kind of data is not supported since it may 

include multiple data types. 

 

3.3.2.- Spanish 

Following we present a pre-analysis of the methods to be used for the different data categories: 

 

3.3.2.1.- Political Opinion 

We created a dictionary with terms related to the political opinion of the users. In this case, our 

dictionary includes the following terms: 

absolutismo dictadura nacionalismo 
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anarquismo igualitarismo oligarquía 

aristocracia fascismo populismo 

autocracia imperialismo socialismo 

capitalismo liberalismo teocracia 

comunismo marxismo totalitarismo 

conservatismo maoísmo trotskismo 

democracia monarquía libertad 

igualdad autoridad propiedad 

fraternidad jerarquía  

 

Our system will look if those tokens are usually included in a specific field into the database. 

 

3.3.2.2.- Religious Beliefs 

Similar to the political opinion we will do a dictionary search with the following terms: 

 

Baha hinduismo sintoísmo 

Budismo islam Sijismo 

cristianismo Jainismo Taoísmo 

confucionismo judaísmo Zoroastrismo 

 

3.3.2.3.- Racial or Ethnic Origin 

Same as the previous cases, for the Racial or Ethnic origin we will use a dictionary including 

difference races and terms to define the ethnic origin of people in Spanish (including some 

disparaging terms that may be used): 

blanco negro chino 

gitano marroqui moro 

sudamericano sudaca caucasico 

indio Africano subsahariano 
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3.3.2.4.- Health and Sexual Life 

For the cases of health and sexual life we have trained an LDA (Latent Dirichlet  allocation1) 

classifier. We have obtained the data from Wikipedia websites related to the topics, in particular 

we have used the following websites: 

Sexual life: 

https://es.wikipedia.org/wiki/Comportamiento_sexual_humano 

https://es.wikipedia.org/wiki/Salud_sexual 

https://es.wikipedia.org/wiki/Sexo 

https://es.wikipedia.org/wiki/Sexualidad 

https://es.wikipedia.org/wiki/Relaci%C3%B3n_sexual 

https://es.wikipedia.org/wiki/Revoluci%C3%B3n_sexual 

https://es.wikipedia.org/wiki/Sexualidad_humana 

https://es.wikipedia.org/wiki/Educaci%C3%B3n_sexual 

https://es.wikipedia.org/wiki/Orientaci%C3%B3n_sexual 

https://es.wikipedia.org/wiki/Heterosexualidad 

https://es.wikipedia.org/wiki/Homosexualidad 

https://es.wikipedia.org/wiki/Bisexualidad 

https://es.wikipedia.org/wiki/Atracci%C3%B3n_sexual 

https://es.wikipedia.org/wiki/Erotismo 

https://es.wikipedia.org/wiki/Libido 

https://es.wikipedia.org/wiki/Enamoramiento 

https://es.wikipedia.org/wiki/Pr%C3%A1cticas_sexuales_gais 

https://es.wikipedia.org/wiki/Violencia_sexual 

https://es.wikipedia.org/wiki/Religi%C3%B3n_y_sexualidad 

https://es.wikipedia.org/wiki/Libertad_sexua 

Health: 

https://es.wikipedia.org/wiki/Salud 

https://es.wikipedia.org/wiki/Nutrici%C3%B3n 

https://es.wikipedia.org/wiki/Salud_mental 

https://es.wikipedia.org/wiki/Higiene 

https://es.wikipedia.org/wiki/Virus 

                                                 
1 https://en.wikipedia.org/wiki/Latent_Dirichlet_allocation 

https://en.wikipedia.org/wiki/Latent_Dirichlet_allocation
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https://es.wikipedia.org/wiki/Bacteria 

https://es.wikipedia.org/wiki/Promoci%C3%B3n_de_la_salud 

https://es.wikipedia.org/wiki/Enfermedad 

https://es.wikipedia.org/wiki/Problema_de_salud 

https://es.wikipedia.org/wiki/S%C3%ADndrome 

https://es.wikipedia.org/wiki/S%C3%ADntoma 

https://es.wikipedia.org/wiki/Nosolog%C3%ADa 

https://es.wikipedia.org/wiki/Tratamiento_(medicina) 

https://es.wikipedia.org/wiki/Cirug%C3%ADa 

https://es.wikipedia.org/wiki/Medicina 

https://es.wikipedia.org/wiki/Historia_de_la_medicina 

https://es.wikipedia.org/wiki/Medicina_preventiva_y_salud_p%C3%BAblica 

https://es.wikipedia.org/wiki/Epidemiolog%C3%ADa 

https://es.wikipedia.org/wiki/Salud_ambiental 

https://es.wikipedia.org/wiki/Vacuna 

 
 

3.3.2.5.- Tin-Tax Id Number 

The Spanish ID number have a very special format. It always has nine digits, all numeric but the last 

one (and the first one in the case of non-Spanish people). Moreover, there is a special relation 

between the numeric values and the final letter. 

Our method checks the length of the field and calculate the module after dividing the number part 

by 23, named position. Then it checks if the final letter corresponds with position in the following 

list: 

TRWAGMYFPDXBNJZSQVHLCKE 

If the letter matches with the one in the list, we know the number is a Spanish ID. 

 

3.3.2.6.- Social Security Number 

Similar to the Spanish ID number, the Social Security Number has a very specific format with first 2 

digits that correspond to the region, following 8 digits are the user number and last 2 digits are 

control digits. Moreover, it can be expressed together or separately. For example: 

Separately: 28 / 12345678 / 40 

Together: 281234567840 

After removing the possible slashes and spaces, we treat each of the parts separately. Calling them 

Region, User and Control. 
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The Control is calculated differently depending on the value of User. If User is smaller than 10 

million, Control is the module of dividing Region+User*10000000 by 97. If the number is bigger than 

10 million we only need to compute the module of dividing Region+User by 97. 

If the control number matches with the data, we are sure that it is a correct Spanish social security 

number. 

 

3.3.2.7.- Name and Surname 

For the of the Name and Surname identification we will make use of dictionary with the most 

common names and surnames in Spain. To obtain a meaningful dataset we leverage the content 

provided by the Spanish National Statistics Institute (INE for its name in Spanish)2. 

The INE provide a list with the names and surnames used by more than 20 people in Spain. It allows 

us to cover most of the possible names in Spain. In this case, we have generated 2 dictionaries 

including thousands of names (and surnames).  

 

3.3.2.8.- Heath Card 

In Spain, the Heath system is included into the social security number. Thus, the number is the same 

in both cases. 

 

3.3.2.9.- Postal Address 

For the postal address we check that the format includes a combination of number, commas, 

numbers and at least the name of one of the cities in Spain as obtained from the following list: 

https://www.ine.es/daco/daco42/codmun/codmun11/11codmun.xls  

 

3.3.2.10.- Phone Number 

The telephone numbers in Spain are formed by nine digits and all of them starts with 6, 7 (for mobile 

lines), 8 or 9 (for fixed lines). Moreover, they may include the country code. Thus, we will apply the 

following regular expression to check if a number is a Spanish telephone number or not. 

^(\+34|0034|34)?[\s|\-|\.]?[6|7|8|9][\s|\-|\.]?([0-9][\s|\-|\.]?){8}$ 

 

3.4.- Interfaces to other modules or external systems 

This module will communicate its results to both the re-identification risk module of WP4 (See next 

section) and the platform described in WP6. It will use the following REST API: 

 

Method/URL [POST] /smoodata/result 

                                                 
2 
https://www.ine.es/dyngs/INEbase/es/operacion.htm?c=Estadistica_C&cid=1254736177009&menu=result
ados&idp=1254734710990 

https://www.ine.es/daco/daco42/codmun/codmun11/11codmun.xls
https://www.ine.es/dyngs/INEbase/es/operacion.htm?c=Estadistica_C&cid=1254736177009&menu=resultados&idp=1254734710990
https://www.ine.es/dyngs/INEbase/es/operacion.htm?c=Estadistica_C&cid=1254736177009&menu=resultados&idp=1254734710990
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Description  POST Request used to save the analysis result from SMOODATA 

     Request Body 

Name Description 

caseID Internal ID used to identify the case to be analysed 

identified List of personal data types identified in the MENT database 

suspicious 
List of suspicious data types in the MENT database to be manually checked by the 

user since they may contain sensitive data. 

Response Body 

Name Description 

success Informs about the call process result (true/false) 

message Add information about the call process result 

Example 

Method/URL [POST] /smoodata/result 

Header Content-Type: application/json 

Body 

{    “caseID”: “AB315D5E”, 

     “identified”: [“Name and Surname”, “Telephone Number”, “E-mail”], 

     “suspicious”: {“health”: [“Table ”], “Images” : [“Table Users -> column 

‘UserPic’“]} 

} 

Response 

{ 

    “success”: “true”, 

    “message”: “Results correctly saved” 

} 

 
 

3.5.- Limitations 

The algorithms are thought to work with the typical MENTs containing non-sensitive data. Thus, 

even when categories like sexual life or health data are covered, the results for those categories 

will not be evaluated and are given only as an indication. 

Moreover, the evaluation will be limited to structured data. 
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Finally, at this point the solution is limited to Spanish users. In the final version it will be limited to 

Spanish, English, Italian and Latvian. 

 

3.6.- Source Code 

The current source code can be found in https://privacyaware.nlehd.de/smooth/ the password to 

access the code can be requested to roberto.gonzalez@neclab.eu . 

 

 
 

  

https://privacyaware.nlehd.de/smooth/
mailto:roberto.gonzalez@neclab.eu
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4.- SMOODATA: Re-identification risk analysis and 

recommendation for data minimization 

Identification of Personal sensitive data is not sufficient as non-personal data points can be used to 

re-identify an individual. These are called quasi identifiers and can pose a privacy risk in the data. 

This module will help the MENTs with a report by doing a risk analysis of the data and also providing 

recommendations on how to minimize those risk. 

4.1.- System Goals and Objectives 

Based on the identified personal sensitive identifiers and quasi identifiers SMOODATA will evaluate 

privacy risks for each data item and produce a report. In accordance with the literature, the system 

will consider three main and broad classes of privacy risks: 

(1) Re-identification: this is the capability of linking a specific row of a database to an 

individual. 

(2) Membership disclosure: this allows an attacker to determine if an individual is contained 

in a dataset. This kind of attack is more serious in case of sensitive datasets like some 

dataset which contains information of all users having a certain critical illness. 

(3) Attribute disclosure: This allows an attacker to determine the association of an attribute 

to an individual.  

For what concerns the re-identification risk, the system will three different threat models 

based on the motive and resources available to the attacker. These are identified in 

literature as: 

(a) Prosecutor Risk: In this attack scenario the attacker aims to identify a specific person based 

on some pre-existing knowledge about the person. 

(b) Journalist Risk: In this scenario, the attacker wants to identify an individual based on access 

to other public available information. 

(c) Marketer Risk: This scenario involves identifying as many individuals as possible from the 

data even if there are chance of some miss identification. 

All the three scenarios have an impact on the overall risk of re-identification. 

As part of SMOODATA tool, the system will try to evaluate the risk under each scenario based on 

the direct identifiers and quasi-identifiers and produce a report containing an average assessment 

of risk status. 

The system will also propose feasible solutions to reduce the risk by doing assisted data 

minimization by providing recommendations. 

 

4.2.- Module Functionality 

The main functionality of this module will be to run the various privacy-risk assessment algorithms 

in an efficient way to quickly estimates the re-identification risks in the dataset uploaded by the 

MENTs.  

The input to the system, besides the dataset uploaded by the MENT, is constituted by the personal 

and direct identifier columns automatically identified by SMOODATA.  
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The output of the system is a report of the privacy risks contained in the dataset uploaded by the 

MENT, and a set of recommendation which MENT can apply to his data to reduce the risk. The 

following parameters will be included in the report: 

(1) How many rows are at risk of re-identification. 

(2) What is the average risk. 

(3) How many rows to be removed to increase k-anonymity by 1. 

(4) List of recommendations in ordered manner on generalizing which column can reduce 

the risk most. 

Below is a flow diagram on how a user will use the system. 

 

Figure 2: Flow diagram for risk assessment and report generation 
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4.3.- Proposed System 

This module is built on top an existing open source library called ARX which is a current state of the 

art tool to find the privacy risk involved with the data. Finding k-anonymity is straight forward and 

is estimated using the distinct row count for each columns and combination of columns. We use 

the functions in ARX library to find all the equivalence classes (EC) and its size. The average risk is 

calculated using following formula. 

Average risk= 
1

𝐴𝑣𝑔 𝐸𝐶 𝑠𝑖𝑧𝑒
. 

We also display the risk distribution using cumulative distribution function and probability 

distribution function. 

On top of the ARX tool we built a data minimisation module to give possible steps the user can take 

to minimize the amount of data collected or stored while increasing the privacy of the individuals 

in the data. To reduce the re-identification risks following two steps can be carried out. 

(1) Attributes generalization: This is process of making a personal information identification (PII) 

column less precise, so that records with different values are transformed into records that share 

the same value. For example, age of the user can be converted from a specific number to a range 

of value. Based on all the type of PII columns different strategy to generalize the same will be used. 

This translates directly in a data minimization recommendation that will be part of the report, 

together with the gain in level of k-anonymity (i.e., reduction in reidentification risk) that one would 

achieve by implementing such data minimization recommendation. 

(2) Rows or attributes suppression: Some time due to presence of an outlier data rows with very 

unique values doing just generalization may not be enough or can result in too large value ranges. 

Hence in such cases it is better to suppress the troublesome columns and/or remove the risky data 

points from the dataset to avoid complications. This translates directly in a data minimization 

recommendation that will be part of the report, together with the gain in level of k-anonymity (i.e., 

reduction in reidentification risk) that one would achieve by implementing such data minimization 

recommendation. 

Data minimization task will result in data utility loss and we show the user the loss in data utility 

using following formula: 

∑ ∑
𝑙𝑒𝑣𝑒𝑙 𝑔𝑒𝑛𝑒𝑟𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛

max 𝑔𝑒𝑛𝑒𝑟𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛
𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠𝑟𝑜𝑤𝑠

 

 

As we built by extending the ARX library find below a class diagram of the new classes we built and 

how it extends the ARX classes (all ARX classes are in the form ARXClassName): 
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Figure 3: Class diagram 

 

The System consist of Four main sub-modules: 

1) View data and associated risk analysis dashboard: After a user uploads the data and select 

the table to do risk analysis the following dashboard will be visible to the user 
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2) View and apply recommendations: A list of recommendation for attribute generalization 

and row suppression will be shown to the user. The user can apply different 

recommendations and see the impact or risk and utility loss. 

 
Figure 4: Attribute generalization recommendation 

 
Figure 5: Row suppression recommendation 

 

3) Remove applied recommendation: At any time, a user view all the recommendations 

she/he has applied and remove them if she/he wants. 

 
 



 
 

SMOOTH 
Deliverable 4.2  

Interim version of methods for data ingestion,  
algorithms for personal data identification and privacy risks,  

and performance evaluation 

 

 

 
31/07/2019                Revision:2                 Project Nº: 786741 

                          
        Page 29 of 36 

 

4) Publish final report: (This is still work in progress.) After the user is done with applying 

recommendation he can push the final report of initial risk and applied recommendation 

and the improved risk into a report which can be downloaded as pdf. There will be another 

API which will publish just the risk analysis report of raw input data and list of all possible 

recommendations to the reporting module in WP 6. 

4.4.- Interfaces to other modules or external systems 

This module has integration with 3 other modules and uses AKKA HTTP REST API and JSON to 

communicate with other modules. (This interface on AKKA REST API is still work in progress and the 

REST End point and the json structures will change in future). 

Following are the integration points with other modules 

1) SMOODATA Platform: Get input data and publish JSON for dashboard and recommendation 

UI. The input data is available as csv. The sample response JSON for the dashboard is: 

{ 

    "rowRecommendations": { 

        "data": [ 

            { 

                "education": "Bachelors", 

                "workclass": "State-gov", 

                "occupation": "Adm-clerical", 

                "salary-class": "<=50K", 

                "race": "White", 

                "native-country": "United-States", 

                "sex": "Male", 

                "marital-status": "Never-married", 

                "key": "0", 

                "age": "39" 

            }, 

            { 

                "education": "HS-grad", 

                "workclass": "Private", 

                "occupation": "Handlers-cleaners", 

                "salary-class": "<=50K", 

                "race": "White", 

                "native-country": "United-States", 

                "sex": "Male", 

                "marital-status": "Divorced", 

                "key": "1", 

                "age": "38" 

            } 

        ], 

        "columns": [ 

            { 

                "sortDirection": "descend", 

                "dataIndex": "sex", 

                "title": "sex" 
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            }, 

            { 

                "sortDirection": "descend", 

                "dataIndex": "age", 

                "title": "age" 

            }, 

            { 

                "sortDirection": "descend", 

                "dataIndex": "race", 

                "title": "race" 

            } 

        ], 

        "hashcode": 2000000000, 

        "risk": { 

            "gauges": { 

                "utilityLoss": 0.5142895033000001, 

                "Average": 27.235494880546074 

            }, 

            "riskDistribution": { 

                "cumulative risk": [ 

                    { 

                        "range": "[0.0;1.0E-8]", 

                        "id": 1, 

                        "value": 0 

                    }, 

                    { 

                        "range": "[1.0E-8;1.0E-7]", 

                        "id": 2, 

                        "value": 0 

                    } 

                ], 

                "at risk": [ 

                    { 

                        "range": "[0.0;1.0E-8]", 

                        "id": 1, 

                        "value": 0 

                    }, 

                    { 

                        "range": "[1.0E-8;1.0E-7]", 

                        "id": 2, 

                        "value": 0 

                    } 

                ] 

            } 

        }, 

        "text": "Remove 15512 rows to achieve 2-Anonymity", 

        "restoreHashcode": null, 
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        "numberRowsToRemove": 15512 

    }, 

    "appliedRecommendations": [], 

    "currentState": { 

        "data": [ 

            { 

                "education": "Bachelors", 

                "workclass": "State-gov", 

                "occupation": "Adm-clerical", 

                "salary-class": "<=50K", 

                "race": "White", 

                "native-country": "United-States", 

                "sex": "Male", 

                "marital-status": "Never-married", 

                "key": "0", 

                "age": "39" 

            }, 

            { 

                "education": "Bachelors", 

                "workclass": "Self-emp-not-inc", 

                "occupation": "Exec-managerial", 

                "salary-class": "<=50K", 

                "race": "White", 

                "native-country": "United-States", 

                "sex": "Male", 

                "marital-status": "Married-civ-spouse", 

                "key": "1", 

                "age": "50" 

            } 

        ], 

        "columns": [ 

            { 

                "sortDirection": "descend", 

                "dataIndex": "sex", 

                "title": "sex" 

            }, 

            { 

                "sortDirection": "descend", 

                "dataIndex": "age", 

                "title": "age" 

            } 

        ], 

        "risk": { 

            "gauges": { 

                "utilityLoss": 0, 

                "Average": 64.65751607983556 

            }, 
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            "riskDistribution": { 

                "cumulative risk": [ 

                    { 

                        "range": "[0.0;1.0E-8]", 

                        "id": 1, 

                        "value": 0 

                    }, 

                    { 

                        "range": "[1.0E-8;1.0E-7]", 

                        "id": 2, 

                        "value": 0 

                    } 

                ], 

                "at risk": [ 

                    { 

                        "range": "[0.0;1.0E-8]", 

                        "id": 1, 

                        "value": 0 

                    }, 

                    { 

                        "range": "[1.0E-8;1.0E-7]", 

                        "id": 2, 

                        "value": 0 

                    } 

                ] 

            } 

        }, 

        "numberRows": 30162 

    }, 

    "recommendations": [ 

        { 

            "maxLevel": 4, 

            "recommendedLevel": 4, 

            "values": [ 

                { 

                    "hashcode": 1010000000, 

                    "risk": { 

                        "gauges": { 

                            "utilityLoss": 0.004410714034298602, 

                            "Average": 44.16484318016047 

                        }, 

                        "riskDistribution": { 

                            "cumulative risk": [ 

                                { 

                                    "range": "[0.0;1.0E-8]", 

                                    "id": 1, 

                                    "value": 0 
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                                }, 

                                { 

                                    "range": "[1.0E-8;1.0E-7]", 

                                    "id": 2, 

                                    "value": 0 

                                } 

                            ], 

                            "at risk": [ 

                                { 

                                    "range": "[0.0;1.0E-8]", 

                                    "id": 1, 

                                    "value": 0 

                                }, 

                                { 

                                    "range": "[1.0E-8;1.0E-7]", 

                                    "id": 2, 

                                    "value": 0 

                                } 

                            ] 

                        } 

                    } 

                }, 

                { 

                    "hashcode": 1020000000, 

                    "risk": { 

                        "gauges": { 

                            "utilityLoss": 0.00971481619161696, 

                            "Average": 36.69186393475234 

                        }, 

                        "riskDistribution": { 

                            "cumulative risk": [ 

                                { 

                                    "range": "[0.0;1.0E-8]", 

                                    "id": 1, 

                                    "value": 0 

                                }, 

                                { 

                                    "range": "[1.0E-8;1.0E-7]", 

                                    "id": 2, 

                                    "value": 0 

                                } 

                            ], 

                            "at risk": [ 

                                { 

                                    "range": "[0.0;1.0E-8]", 

                                    "id": 1, 

                                    "value": 0 
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                                }, 

                                { 

                                    "range": "[1.0E-8;1.0E-7]", 

                                    "id": 2, 

                                    "value": 0 

                                } 

                            ] 

                        } 

                    } 

                } 

            ] 

        } 

    ] 

} 

 

2) SMOODATA ML Platform: Get meta data of the tables. (Work in progress not final yet) 

Expected JSON structure: 

{ 

 "columns": [ 

            { 

                "format": "categorical", 

                "type": "quasi-identifier", 

                "title": "sex" 

            }, 

            { 

                "format": "numerical", 

                "type": "quasi-identifier", 

                "title": "age" 

            }, 

            { 

                "format": "descend", 

                "type": "sensitive", 

                "title": "race" 

            } 

        ] 

} 

3) Reports (WP 6): Publish the risk analysis report. This interface is not final yet. 

4.5.- Limitations 

The following limitations exit in the proposed module: 

1) We assume a relational table (given as csv file) as input and non-structured data is not 

supported. 

2) In order for attribute generalization recommendation to work for non-numeric field we 

assume the hierarchy of the data is given as user input. (We are trying to find it 

automatically but it is not yet achieved and is work in progress). In case hierarchy is not 
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provided and cannot be automatically deduced we will use binary attribute generalization 

for non-numeric field which is to either suppress the column or not to suppress the column. 

3) For efficiency all the computations are done in memory and we have tested the system 

with 100k rows in a table for a 16GB RAM server. In case of larger tables, a bigger server 

would be required with high memory. Currently the implementation is not on distributed 

computing based so only vertical scaling of the platform is possible.  

 

4.6.- Source Code 

The current source code can be found in https://ice.eurecat.org/gitlab/consultoria-

tecnologica/smooth the repository access can be requested to rosa.araujo@eurecat.org . 

 

  

https://ice.eurecat.org/gitlab/consultoria-tecnologica/smooth
https://ice.eurecat.org/gitlab/consultoria-tecnologica/smooth
mailto:rosa.araujo@eurecat.org


 
 

SMOOTH 
Deliverable 4.2  

Interim version of methods for data ingestion,  
algorithms for personal data identification and privacy risks,  

and performance evaluation 

 

 

 
31/07/2019                Revision:2                 Project Nº: 786741 

                          
        Page 36 of 36 

 

5.- CONCLUSION 

D4.2 presented the design and initial development of the tools developed for SMOODATA. The 

solution is divided in 3 different (but interrelated) modules: 

A system that allows the MENTs to upload their data to the SMOOTH platform in an easy and secure 

way. The direct contact with the MENTs has evinced their lack of technical knowledge and 

knowledge over their own systems. To handle this problem, the user interface is accompanied by a 

set of tutorials that allow users to obtain data from the most common systems used by MENTS (i.e., 

mysql, moodle and phpmyadmin).  

A set of algorithms able to identify if an individual piece of text belongs to one of the data categories 

protected by the GDPR covered by SMOODATA. Those algorithms use different text analysis 

techniques such as the evaluation of regular expressions, the use of dictionaries or the application 

of NLP techniques. They will make use of the data uploaded by the users. 

Different languages involved in SMOOTH will be implemented (Spanish, Italian, English and Latvian). 

At this point, different resources have been already identified for the Spanish language and the 

algorithms are already implemented and trained for this language. 

Finally, using the data uploaded by the users and the information identified by the machine learning 

algorithms, a different module will analyse the re-identification risks in the databases of the MENTs 

allowing them to minimize their risks. 

 
 
 
 
 
 
 
 
 
 
 
 


